
if you remember five things, remember these
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Safety Considerations in the Data Center
MODULE 17 / CHEAT SHEET

ENVIRONMENTAL & EMPLOYEE SAFETY · FIRE LIFE-SAFETY · PPE · RISK ASSESSMENT & METHOD STATEMENTS STUDY & REVIEW

01 MUST KNOW

02 KEY TERMS

TERM DEFINITION

EHS Environmental Health and Safety — the compliance domain covering both the data center's
environmental impact and the safety of the people working in it

PPE Personal protective equipment — items typically worn by a worker to provide protection from
recognized hazards (OSHA); the final level of defense against injury

Arc-rated clothing PPE for arc-flash hazards on energized equipment: a jacket (upper body), pants (lower body), and a
beekeeper-style hood with a face covering

Clean agent Non-water-based suppression that deprives the fire of oxygen; released from a control panel; widely
used in data centers because it does not harm electronics

Water mist Newer suppression technology that atomizes water into a non-conductive mist, extinguishing fire
without significant damage to electrical or IT equipment

Spot detector Early smoke detector that activates when smoke reaches it; operates by ionization and photoelectric
light scattering; can be installed in ventilation ducts

Air sampling smoke detector A piping distribution network that continuously extracts room air to the detector, giving the earliest
warning of a probable fire hazard

Spot heat detector Ceiling- or sidewall-mounted detector that triggers when surrounding heat passes a preset limit;
types: fixed-temperature, rate-of-rise, rate-compensation

NFPA National Fire Protection Association — publishes 300+ consensus fire codes and standards (for
example NFPA 75, 2001, 12a, 25, and 72)

ISO 31000:2018 International standard giving guidelines to assess and document risk; source of the six-step risk
assessment process used in a data center

Safety is layered and supports uptime: the module covers four domains — environmental health and safety (EHS), life
safety systems (fire), personal protective equipment (PPE), and risk assessment and method statements. Fewer
incidents mean less operational risk and more availability, so safety is a pillar of uptime, not a cost.

01

Three environmental impacts, three mitigations: data centers harm the environment through power consumption,
carbon footprint, and electronic-waste generation. Organizations respond with energy-efficient designs (green power
— wind, solar, hydroelectric), energy-efficient cooling, and adherence to government and agency regulations.

02

Detect, then suppress — at three levels: a fire safety system must detect a fire then suppress it, protecting the building,
room, and rack. Detection = spot detectors, air-sampling smoke detectors, spot heat detectors. Suppression = clean
agent (safe for electronics), sprinkler (water — damages IT), and water mist (non-conductive).

03

PPE is the last line of defense: OSHA defines PPE as items typically worn by a worker to provide protection from
recognized hazards. Select it by task and use the optimal amount — too little raises injury exposure, too much impairs
movement and vision. Energized work over 50 V needs insulating and arc-rated clothing (jacket, pants, beekeeper-style
hood).

04

Assess, mitigate, document: ISO 31000:2018 gives a six-step risk assessment; results feed a risk management plan, a 
risk heat map (probability × impact → gross vs. net risk → business continuity plan), and a method statement — the
sequence of controls that keeps net risk within tolerable limits.

05
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the enhance-awareness checklist

a system must do both

type of PPE follows the task

assess, then document

TERM DEFINITION

Risk heat map A map of each risk's probability and impact that compares initial gross risk to treated net risk; the
basis for a business continuity plan (BCP)

Method statement A document defining the sequence of activities and controls to perform tasks with net risk within
tolerable limits — a more elaborate risk assessment document

03 WORKPLACE HAZARDS AND THEIR CONTROLS

HAZARD CONTROL / EQUIPMENT

Electrical hazards Proper PPE when handling cables and equipment; guards against electrocution and high-
voltage panels

Powered or manual loading Proper tools for safe movement of goods — skid lifters, trolleys, and lifting trolleys

Fire hazards Equipment for handling small fires; fire-resistance gear provided to employees

High decibel noise Ear plugs and communication devices to protect hearing

Working at heights Right ladder for the job, three points of contact, and fall-arrest systems (harnesses, lanyards,
lifelines)

04 FIRE L IFE-SAFETY — DETECT IT,  THEN SUPPRESS IT

DETECTION TECHNIQUES

sense the fire early

SUPPRESSION SYSTEMS

douse it, spare the gear

05 PPE BY DATA CENTER TASK

TASK PPE / EQUIPMENT

Maintenance on energized equipment Arc-rated jacket, pants, and beekeeper-style hood; insulating gloves and
sleeves for work over 50 V

Water cooling unit maintenance Safety goggles and chemical-resistant gloves; safety shoes; eye/face
protection from chemicals and gases

Computer maintenance Anti-static wrist strap that grounds the person and prevents static buildup;
inspect equipment first

Lifting heavy items Protective, grip-enhancing gloves and safety footwear; correct lifting technique

06 RISK ASSESSMENT — ISO 31000 :2018  S IX  STEPS

01  Identify the sources of risk → 02  Analyze the areas of impact → 03  Evaluate the likelihood of occurrence → 04

Determine if existing controls prevent it → 05  Introduce additional controls → 06  Document the risk assessment

Spot detector — fires when smoke reaches it; ionization
+ photoelectric; can sit in ducts

—

Air sampling — piping network draws room air to the
detector; earliest warning

—

Spot heat detector — ceiling/sidewall; trips past a
preset heat limit; 3 types

—

Clean agent — non-water; starves fire of oxygen; safe
for electronics

—

Sprinkler — common water-based (dry/wet); damages
IT — not advised

—

Water mist — non-conductive atomized mist; no
equipment damage

—
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where the knowledge check gets you

answers are upside-down below

07 EXAM TRAPS

08 SELF-QUIZ

Q1 Name the three potential negative environmental impacts of
data centers.

Q2 A fire safety system must do two things and protect at three
physical levels — name them.

Q3 Which fire detection technique continuously extracts air from
the room to give the earliest warning?

Q4 Name the three types of spot heat detector.

Q5 Which fire suppression system atomizes water into a non-
conductive mist without damaging IT equipment?

Q6 Which NFPA standard covers the fire protection of information
technology equipment?

Q7 According to OSHA, what is PPE?

Q8 What PPE protects against arc-flash hazards on energized
equipment, and what three pieces make it up?

Q9 Which standard provides the six-step risk assessment
process, and what two factors define a risk heat map?

Q10 Give the mitigation strategy for a power failure in a data
center.

“Sprinklers are the go-to fire suppression for a data center.” — Sprinklers are the most common water-based system, but water
damages IT equipment, so they are not advised for data center fires; clean agent and water mist protect electronics.

✕

“Clean agent puts out fire with water.” — Clean agent is non-water-based; it deprives the fire of oxygen and is released from a
control panel, which is exactly why it does not harm electronic components.

✕

“All the fire detectors work the same way.” — Only the air sampling smoke detector actively extracts air from the room
through a piping network for the earliest warning; a spot detector waits for smoke to reach it, and a spot heat detector responds
to heat, not smoke.

✕

“More PPE is always safer.” — The wrong type or too much PPE limits movement and impairs vision, while too little raises
injury exposure. Use the optimal amount and type for the task.

✕

“Rubber blankets, hot sticks, and line hoses are PPE.” — Insulation protective equipment is not PPE because it is not worn —
it is used during electrical installations, distinct from worn protection.

✕

“Under 50 volts you can skip insulating PPE.” — The deck's rule is the opposite: use PPE that insulates from shock when
working on equipment over 50 V, and issue a formal work order before any energized work.

✕

“A risk heat map ranks risks by cost or legal exposure.” — A heat map is built from a risk's probability of occurrence and its
impact, comparing initial gross risk to treated net risk to feed the business continuity plan.

✕

“A method statement and a risk assessment are the same thing.” — A method statement is the more elaborate document: it
takes assessed risks (net risk within tolerable limits) and lays out the sequence of controls, responsibilities, PPE, and
emergency procedures.

✕

ANSWER KEY (rotate the page)

Q1 Power consumption, carbon footprint, and electronic-waste generation.   Q2 Detect then suppress a fire, at the building, room, and rack

levels.   Q3 The air sampling smoke detector.   Q4 Fixed-temperature, rate-of-rise, and rate-compensation.   Q5 Water mist.   Q6 NFPA 75.   Q7

Items typically worn by a worker to provide protection from recognized hazards.   Q8 Arc-rated clothing — a jacket, pants, and a beekeeper-style

hood with a face covering.   Q9 ISO 31000:2018; the probability of occurrence and the impact of the risk.   Q10 Redundancy of critical supply

points, an uninterruptible power supply (UPS), and generators for sufficient backup.
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