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Data Center Operations
How a data center is assembled and managed, the processes and key elements behind operational excellence,
and the monitoring and metrics that keep it healthy

A data center only earns its reputation for reliability through disciplined operations. This module builds that

picture in three moves. First,  structure:  every data center is assembled from four parts — the fundamental

facility, the core IT components, the support infrastructure that keeps it available, and the operations staff who

watch over all of it. Second,  management and process: managers oversee the electrical, mechanical, and IT

areas across four operations categories, and they lean on a set of key elements — change control, preventive

maintenance,  SOPs,  deployment  guidelines,  and  more  — that  together  drive  operational  excellence.  Third,

measuring and monitoring: because the equipment is complex and constantly changing, operators continuously

monitor both IT and non-IT (environmental) components, respond to alarms, and track operational metrics such

as computational power, heat, storage, and network efficiency to keep performance aligned with expectations.

L E A R N I N G  O B J E C T I V E S

16.1 The four assemblies of a data center structure
The structure of any data center rests on four significant assemblies: the fundamental facility, the core components, the
support infrastructure, and the operations staff. Together they provide the physical space, the working IT equipment, the
backup systems that keep that equipment available, and the people who observe the whole operation. Each assembly
plays a distinct role, and a data center runs smoothly only when all four are in place.

Identify the four assemblies that support the structure of a data center▪

Outline data center management tasks▪

Identify the key elements driving operational excellence in a data center▪

Identify the components that need to be monitored in a data center▪

Recognize the different metrics that measure the operational efficiency of a data center▪
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TABLE 16.1  The four assemblies and what each provides

ASSEMBLY ROLE REPRESENTATIVE ELEMENTS

Fundamental
facility

The space accessible for IT
equipment use, engineered to
keep equipment within acceptable
temperature, humidity, and
positive-pressure ranges

Building operations, design, engineering, and power; laying
cables, building network pathways, arranging racks and
cabinets per the design, administrative support, and
adequate power with backup for emergencies

Core components The devices and software
essential for IT operations and
data storage

Storage units, heavy-duty servers, network infrastructure
(switches, cables, routers), firewalls, and data security
software

Support
infrastructure

Backup equipment that safely
sustains the maximum availability
of the data center

UPS (battery banks, backup generators, other power
sources), environmental control (CRACs, HVACs, heat
exhaust mechanisms), and physical security (biometric
devices, video surveillance)

Operations staff The personnel in charge of the
data center's overall operations

People who monitor all IT and other equipment so that it
remains functional

W H Y  T H E  F U N D A M E N TA L  F A C I L I T Y  C A R R I E S  S O  M U C H  W E I G H T

C O M M O N  P I T F A L L

Do not confuse core components with support infrastructure. Core components are the working IT assets — servers,
storage, network gear, firewalls, and security software. Support infrastructure is the backup equipment (UPS/
generators, environmental control, physical security) that keeps those assets available.

16.2 Managing data center operations: tasks and categories
Data center management refers to the employees responsible for overseeing the electrical, mechanical, and IT areas of
a data center. A manager supervises the computer and server functions, large volumes of data, and data services, while
safeguarding both data storage and data transmission. General management is a broad, continuous job.

A typical data center runs a huge number of IT equipment constantly, so it requires a huge amount of power to
operate.

▪

Proper design keeps equipment within acceptable temperature, humidity, and positive-pressure ranges, which
keeps the data center running smoothly.

▪

The design must be engineered to perform as a functional facility — laying cables, building network pathways,
and arranging racks and cabinets per the design, with administrative support.

▪

The facility must be equipped with adequate power supply and required backup power for use in emergencies.▪
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G E N E R A L  D ATA  C E N T E R  M A N A G E M E N T  TA S K S

Data center operations can also be organized into  four main categories. Each category has its own scope, and each
carries typical management responsibilities — a useful lens for assigning oversight and corrective action.

TABLE 16.2  The four categories of data center operations

CATEGORY SCOPE EXAMPLE MANAGEMENT TASK

Infrastructure
operations

Setting up the data center, commissioning,
monitoring, network resourcing, patching and
updating servers, installations, storage, and
maintenance

Overseeing employees who update
servers and ensuring the update was
performed correctly

Security Security processes, essential tools, and
technologies that protect the tangible assets and
data within the data center

Verifying that each employee's system
permissions align with that employee's
responsibilities

Power and cooling Equipment and processes that assure the required
power supply is intact, plus cooling to balance
heat and avoid equipment damage

Planning backup procedures for power
and cooling to ensure safe operation of
IT equipment

Management Employees responsible for enforcing policies and
procedures

Applying corrective actions when a
procedure is being performed incorrectly

16.3 Processes, procedures, and operational excellence
A data center requires a set of well-defined and reliable processes and procedures to function at an optimal level and
to enable a swift response when something unexpected occurs. These protocols also support the design, maintenance,
placement, decommissioning, and setup of equipment so materials can be quickly repaired or replaced. Because the
equipment is complex and changes constantly, having these procedures in place is crucial — and they are supported by
a set of key elements that help the data center achieve operational excellence.

Upgrading the hardware components and software, including operating systems▪

Handling the data circulation and data storage▪

Managing the backup procedures in the data center▪

Emergency planning and defining precautionary steps▪

Offering technical guidance to employees▪
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TABLE 16.3  Key elements driving operational excellence

ELEMENT PURPOSE

Change control Tracks how often equipment is swapped for a newer model or upgraded as technology
advances, using formal change control forms, appeals, plans, and logs

Facilities Personnel, documentation, systems management, and maintenance of high-performing
data — the most crucial elements for successful operations

Human resources Ensures consistent availability of qualified personnel support and well-trained
maintenance staff

Security Protects assets and information from theft, vandalism, natural and human-made
calamities, and accidental damage — covering buildings, equipment, data, and software

Preventive maintenance Keeps all equipment running smoothly and facility structures solid; regular small repairs
prevent larger, costlier repairs and downtime

Materials management Tracks inventory, parts, and vendor management

C O M M O N  P I T F A L L

Facilities and change control are often underestimated. Facilities — personnel, documentation, systems management,
and data maintenance — are described as the most crucial elements for successful operations, and change control
exists precisely because data center equipment changes so often that those changes must be formally tracked.

16.4 Additional elements of operational excellence
Beyond the first group,  even more elements help a data center operate successfully. These are capacity planning,
efficiency  management,  data  center  SOPs,  fire  and  safety  management,  deployment  guidelines,  and  internal
communications — each addressing a different dimension of running the facility reliably and safely.

TABLE 16.4  More elements that drive operational excellence

ELEMENT WHAT IT DOES

Capacity planning Ensures the data center can house the requirements of the organizations it supports,
providing adequate service levels to consumers in an economical way

Efficiency management Handles continuous changes to the capacity and availability of equipment through better
planning, improved service levels, and streamlined collection, consolidation, and analysis
of data flow

Data center SOPs Guidelines that establish standards and procedures — for regular preventive maintenance,
installing and decommissioning equipment, responding to power outages or equipment
failures, and testing and executing new technology

Fire and safety
management

Provides safety suits and other personal protective equipment (PPE) and accessories to
employees who deal directly with hazardous equipment

Deployment guidelines Repeatable processes that bring resources up to speed quickly: activation checklists,
deployment plans, and installation procedures

Internal communications Keep employees “in the loop” across teams and departments and provide documentation
and a data trail of events
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I N S I D E  D E P L O Y M E N T  G U I D E L I N E S

16.5 Data center monitoring
Data center monitoring is the process of supervising operations by tracking the performance of certain metrics and
raising  alarms  when  the  values  are  out  of  optimal  range.  It  keeps  operations  in  line  with  the  data  center's
operational  and  organizational  needs,  and  it  is  crucial  to  management  because  it  helps  administrators  realign
performance to match the expectations set by the organization. Monitoring is a complex process that uses both manual
and automated tools and methods to offer statistical insights into data center performance.

TABLE 16.5  Why a data center is monitored

GOAL HOW MONITORING DELIVERS IT

Maintain operating health Monitor and analyze operations periodically, identifying irregularities and fixing them in a
timely manner

Ensure high availability Continuously provide performance data so that vital functions and services are delivered
without roadblocks

Realign performance Assess current performance against the increase in demand and realign to match
expectations

Solve a specific problem Use readily available performance data to identify and resolve problems in any part of the
data center

Monitoring is divided into two categories, examined in the next two sections.  IT monitoring tracks the performance
and  availability  of  computers,  virtual  loads,  individual  components,  software,  networks,  and  storage.  Non-IT
monitoring tracks  the  supporting  components  such  as  power  supply,  electrical  systems,  cooling  and  mechanical
systems, and physical security equipment installed in the data center.

16.6 IT monitoring
As data centers increase in size and complexity, it is important to  continuously monitor every component in the
infrastructure. Improper infrastructure management can lead to downtime, so operators use tools that provide  real-
time data across a broad set of indicators.

Activation checklists consider capacity (including future needs), power requirements, the number of racks,
bandwidth required, and the number of internet service providers (ISPs) needed.

▪

Deployment plans contain the finalized technical specifications and architecture design, all hardware and
software requirements (compute, storage, backup, OS, and network), the network environment, and the plan for
setting up monitoring and alert systems.

▪

Installation procedures give the steps to install equipment correctly, including power distribution units (PDUs),
cabling infrastructure, and cooling systems.

▪
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W H AT  I T  M O N I T O R I N G  T R A C K S  I N  R E A L  T I M E

TABLE 16.6  Key benefits of IT monitoring

BENEFIT WHAT IT DELIVERS

Increased uptime Identify issues and quickly address problems to avoid possible downtime

Improved efficiency Give personnel a view into the performance and use of equipment so metrics can be
optimized to improve overall efficiency

Capacity management Map resources and plan virtualization; track asset warranties and contracts; alert when a
resource or system needs to be upgraded or replaced

Improved visibility Monitor all elements — computers, storage, network, and software — for greater operational
control over the entire infrastructure

16.7 Non-IT (environmental) monitoring
Non-IT monitoring covers the environmental and supporting elements of the data center. Tools that provide granular
insight into environmental conditions are crucial, because heat, power, and physical security problems can be just as
catastrophic as an IT failure.

N O N - I T  C O M P O N E N T S  T H AT  S H O U L D  B E  M O N I T O R E D

Modern  data  centers  take  a  more  holistic  monitoring  approach,  focusing  on  environmental  factors  such  as
temperature, humidity inside the room, and expelled heat. Because using a  single tool to aggregate all  parameters
(temperature, humidity, voltage, and more) is not possible, multiple tools are used to monitor different parameters —
and the  availability,  placement,  planning,  and  proper  coordination  of  those  components  and  tools  is  what  makes
monitoring effective.

Device and configuration changes▪

Performance▪

CPU, memory, and RAM utilization▪

Network and bandwidth▪

Security▪

Rack position, utilization, and power consumption▪

Health status and energy consumption of storage devices, servers, and switches▪

Power supply availability▪

Power consumption▪

Overall temperature▪

Cooling and ventilation unit performance▪

Component health, status, and performance▪

Physical data center security▪
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TABLE 16.7  Sensing and monitoring: problems and solutions

FOCUS PROBLEM SOLUTION

Temperature Different rack densities create alternating hot
and cool zones, and rising heat can become
hazardous

Temperature sensors detect hot zones and heat
spillovers; early alerts let operators act
proactively and avoid IT equipment failures

Cooling control Large facilities need a steady level of cooling;
unacceptable heat with no monitoring in place
can be catastrophic

Intelligent controls improve efficiency, monitor
temperature and humidity, gather the unit's
humidity status, and send alerts when heat
levels are unacceptable

Leaking fluid Leaks can short circuits, leading to shutdown or,
in extreme cases, an explosion

Leak detection sensors placed where fluid builds
up trigger an alarm; humidity sensors near
racks also help detect electrostatic discharge

I M P R O V I N G  T H E  E F F I C I E N C Y  O F  N O N - I T  M O N I T O R I N G

16.8 Data center operational metrics
Data center metrics are the key performance indicators for the various components of a data center, including power,
network,  heat,  and storage.  Key  metrics  are  chosen  based  on  the  objectives  of  the  data  center  — this  reduces
distractions from large volumes of data and focuses attention on the measures that matter for effective data center
health.

W H Y  O P E R AT I O N A L  M E T R I C S  M AT T E R

Integrate with other sensors — add smoke and fire alarms to temperature and humidity sensors, and integrate
the power distribution system (for measuring PUE), UPS systems, and room and rack access sensors to centralize
the alarm systems.

▪

Manage alarms and sensors — environmental controls impact uptime and efficiency by monitoring conditions,
notifying administrators, and averting critical problems; it is crucial to specify an action path for every alarm.

▪

Monitor data centers remotely — use expert solutions, third-party service providers, and remote monitoring to
gain visibility, watch multiple sites from a single location, and respond quickly to emergencies to restore
environments.

▪

Indicate whether any action must be taken to enhance the expected power performance of the data center.▪

Measure the selected metrics and maintain their values at an optimal level.▪

Make it possible for the monitoring system to raise alerts and alarms when a measured value exceeds or falls
below the set threshold levels.

▪
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TABLE 16.8  Types of operational metrics

METRIC WHAT IT MEASURES

Computational power efficiency Equates computing activities to the power required to perform them, giving a clear
picture of energy input, energy use, and the energy required

Heat efficiency Measures heat produced versus the energy required to cool it — that is, how much
heat is expelled into the environment

Storage efficiency Measures how efficiently storage devices store and retrieve data, so space and read/
write performance are optimized

Network efficiency Measures the rate at which the network transfers data; a low rate flags a problem
with a network component or link

Load average Measures whether the physical server is under optimal use, idle, overloaded, or
inoperative because of overload

Work density and productivity Measures the readiness of physical resources to handle extra workloads

C O M M O N  P I T F A L L

Keep metrics and monitoring distinct. Monitoring systems raise the alerts and alarms, while the operational
metrics provide the data — the measured values that get compared to the set optimal level so the data center can
meet its goals.

Module summary

A data center's structure rests on four assemblies: the fundamental facility (building, design, engineering,
power), core components (servers, storage, network, firewalls, security software), support infrastructure (UPS,
environmental control, physical security), and operations staff.

▪

Data center management oversees the electrical, mechanical, and IT areas — upgrading hardware and software,
handling data circulation and storage, managing backups, emergency planning, and giving technical guidance —
across four operations categories: infrastructure operations, security, power and cooling, and management.

▪

Well-defined processes and procedures keep operations optimal and enable swift response; they are supported by
key elements — change control, facilities, human resources, security, preventive maintenance, and materials
management.

▪

Additional elements drive operational excellence: capacity planning, efficiency management, data center SOPs,
fire and safety management, deployment guidelines (activation checklists, deployment plans, installation
procedures), and internal communications.

▪

Data center monitoring supervises operations by tracking metrics and raising alarms when values leave the
optimal range — to maintain operating health, ensure high availability, realign performance, and solve specific
problems.

▪

Monitoring splits into IT monitoring (computers, virtual loads, components, networks, storage) and non-IT
monitoring (power, cooling and mechanical systems, physical security); IT monitoring's key benefits are
increased uptime, improved efficiency, capacity management, and improved visibility.

▪
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Review questions

1. What are the four assemblies of a data center, and which one includes UPS, CRACs, and physical security?

Answer: Fundamental facility, core components, support infrastructure, and operations staff. Support infrastructure
includes UPS and backup generators, environmental control (CRACs, HVACs, heat exhaust), and physical security.

2. List the four categories of data center operations and give one example management task for each.

Answer: Infrastructure operations (oversee server updates and confirm they were done correctly); security (verify each
employee's system permissions match their responsibilities); power and cooling (plan backup procedures for power and
cooling); management (apply corrective actions when a procedure is performed incorrectly).

3. Name the six key elements driving operational excellence from Lesson 2's first group.

Answer: Change control, facilities, human resources, security, preventive maintenance, and materials management.

4. What three components make up deployment guidelines, and what does each cover?

Answer: Activation checklists (capacity including future needs, power requirements, number of racks, bandwidth, and
ISPs); deployment plans (technical specifications and architecture, all hardware and software, network environment, and
monitoring/alert setup); and installation procedures (steps to install equipment correctly, including PDUs, cabling
infrastructure, and cooling systems).

5. Define data center monitoring and state its four purposes.

Answer: Supervising operations by tracking metric performance and raising alarms when values are out of optimal range.
Its purposes are to maintain operating health, ensure high availability, realign performance, and solve a specific problem.

6. Distinguish IT monitoring from non-IT monitoring and name IT monitoring's four key benefits.

Answer: IT monitoring tracks computers, virtual loads, individual components, software, networks, and storage; non-IT
monitoring tracks power supply, electrical systems, cooling and mechanical systems, and physical security. IT monitoring's
benefits: increased uptime, improved efficiency, capacity management, and improved visibility.

7. Recognize the types of operational metrics, and explain the difference between metrics and monitoring.

Answer: Computational power efficiency, heat efficiency, storage efficiency, network efficiency, load average, and work
density and productivity. The monitoring system raises the alerts and alarms; the operational metrics provide the data
that is compared to the optimal level to achieve the data center's goals.

Environmental challenges have targeted solutions — temperature sensors for hot zones, intelligent controls for
cooling, and leak detection sensors for fluid build-up — and non-IT monitoring improves by integrating sensors,
managing alarms with a defined action path, and monitoring remotely.

▪

Operational metrics are the KPIs (power, network, heat, storage) chosen by the data center's objectives; types
include computational power efficiency, heat efficiency, storage efficiency, network efficiency, load average, and
work density and productivity — the monitoring system raises alarms while the metrics supply the data.

▪
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