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Data Center Operations

FOUR ASSEMBLIES - MANAGEMENT & CATEGORIES - OPERATIONAL EXCELLENCE - IT & NON-IT MONITORING - STUDY & REVIEW
OPERATIONAL METRICS

01 MUST KNOW if you remember five things, remember these

01 Four assemblies: a data center's structure rests on fundamental facility (building, design, engineering, power), core
components (servers, storage, network, firewalls, security software), support infrastructure (UPS/generators,
environmental control, physical security), and operations staff (personnel overseeing overall operations).

02 Four operations categories: operations divide into infrastructure operations (setup, commissioning, monitoring, patching,
installations, storage, maintenance), security (processes, tools, and technologies protecting assets and data), power and
cooling (assuring the required power supply and removing heat), and management (people enforcing policies and
procedures).

03 Operational excellence: well-defined, reliable processes and procedures keep operations optimal and enable swift
response to the unexpected. They are supported by key elements — change control, facilities, human resources, security,
preventive maintenance, materials management — plus capacity planning, efficiency management, SOPs, fire and safety,
deployment guidelines, and internal communications.

04  Monitoring = track + alarm: data center monitoring supervises operations by tracking metric performance and raising
alarms when values leave the optimal range. It splits into IT monitoring (computers, virtual loads, components, networks,
storage) and non-IT monitoring (power, cooling/mechanical, physical security). IT monitoring's key benefits: increased
uptime, improved efficiency, capacity management, improved visibility.

05 Operational metrics: metrics are the KPIs for data center components — power, network, heat, storage — chosen by the
data center's objectives. They let the monitoring system raise alerts when a measured value crosses a threshold. Types:
computational power efficiency, heat efficiency, storage efficiency, network efficiency, load average, and work density and
productivity.

02 KEY TERMS

TERM DEFINITION

Fundamental facility The space accessible for IT equipment use; covers building operations, design, engineering, and
power — kept within acceptable temperature, humidity, and positive-pressure ranges, with adequate
supply and backup power

Core components Devices and software essential for IT operations and data storage: storage units, heavy-duty servers,
network infrastructure (switches, cables, routers), firewalls, and data security software

Support infrastructure Backup equipment that safely sustains maximum availability: UPS (battery banks, backup
generators), environmental control (CRACs, HVACs, heat exhaust), and physical security (biometrics,
video surveillance)

Uninterruptible power supply Battery banks, backup generators, and other power sources that keep the data center running
(UPS) through outages and emergencies
Environmental control Systems that regulate the room: computer room air conditioners (CRACs), ventilation and air-

conditioning systems (HVACs), and heat exhaust mechanisms

Change control Tracking how often equipment is swapped or upgraded as technology advances, using formal change
control forms, appeals, plans, and logs

Preventive maintenance Keeping equipment running smoothly and facility structures in working order; regular small repairs
prevent larger, costlier repairs and downtime

Standard operating procedure Guidelines that establish a data center's standards and procedures — maintenance, install/
(SOP) decommission, power-outage and failure response, and new-technology testing
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TERM DEFINITION

Deployment guidelines Repeatable processes that bring resources up quickly: activation checklists, deployment plans, and
installation procedures

Data center monitoring The process of supervising operations by tracking metric performance and raising alarms when
values fall out of the optimal range

Load average A metric of whether a physical server is under optimal use, idle, overloaded, or inoperative because of
overload

Power usage effectiveness A power-usage measure; the power distribution system can be integrated into monitoring to measure

(PUE) it and centralize alarms

03 THE FOUR ASSEMBLIES OF A DATA CENTER match each assembly to what it includes

ASSEMBLY WHAT IT INCLUDES

Fundamental facility Building operations, design, engineering, and power — the IT space kept within temperature, humidity,

and positive-pressure ranges, with adequate and backup power

Core components Storage units, heavy-duty servers, network infrastructure (switches, cables, routers), firewalls, and data
security software

Support infrastructure UPS (battery banks, backup generators), environmental control (CRACs, HVACs, heat exhaust), and
physical security (biometrics, video surveillance)
Operations staff The personnel responsible for observing overall operations and keeping all IT and other equipment
functional
04 THE DATA CENTER MONITORING LOOP how tracking becomes action
01 Track the performance of selected metrics — 02 Compare each measured value to its optimal range / threshold — 03
Raise an alert or alarm when a value is out of range — 04 Operators take suitable action to resolve the issue — 05
Realign performance to match expectations
05 IT MONITORING VS. NON-IT MONITORING the two categories of data center monitoring
IT MONITORING NON-IT MONITORING
performance and availability of IT assets environmental and supporting elements
— Computers, virtual loads, and components — Power supply availability
— Software, networks, and storage — Power consumption
— CPU, memory, and RAM utilization — Overall temperature
— Network, bandwidth, and security — Cooling and ventilation performance
— Rack position, power, and device health — Component health and physical security
06 DATA CENTER OPERATIONAL METRICS recognize what each measures
METRIC WHAT IT MEASURES
Computational power efficiency Equates computing activities to the power required — energy input, energy use, and energy
required
Heat efficiency Heat produced vs. the energy required to cool it — how much heat is expelled into the
environment
Storage efficiency How efficiently disk space is used to store and retrieve data
Network efficiency The rate at which the network transfers data

PAGE

EOT-M16 — DATA CENTER OPERATIONS - CHEAT SHEET 2/3



METRIC WHAT IT MEASURES

Load average

Work density and productivity

07 EXAM TRAPS

Whether a physical server is under optimal use, idle, overloaded, or inoperative from overload

The readiness of physical resources to handle extra workloads

where the knowledge check gets you

skipping them raises risk to the facility.

08 SELF-QUIZ

x “Servers and storage are support infrastructure.” — No. Servers, storage, and network are core components. Support
infrastructure is the backup equipment (UPS/generators, CRAC/HVAC cooling, physical security) that sustains availability.

x  “Monitoring only covers the IT gear.” — Monitoring splits into IT (computers, networks, storage) and non-IT (power, cooling/
mechanical, physical security). Environmental monitoring is half the job.

x “One tool can aggregate every monitoring parameter.” — Not possible. A single tool cannot aggregate temperature, humidity,
voltage, and the rest, so multiple tools are used — and their availability, placement, and coordination matter.

x “Change control is an access-security control.” — Change control is about tracking equipment and technology changes with
formal forms, appeals, plans, and logs — not user permissions.

x  “Metrics and monitoring are the same thing.” — The monitoring system raises the alerts and alarms; the operational
metrics provide the data that gets compared to the optimal level to achieve data center goals.

x “A higher load average always means better utilization.” — Load average also flags a server that is idle, overloaded, or
inoperative from overload; an idle condition can signal an imbalanced workload, a saturated network, or deadlocks.

x “Preventive maintenance is an optional cost.” — Regular small repairs prevent larger, more costly repairs and downtime;

answers are upside-down below

01 Name the four assemblies that support a data center's
structure.

02 Under which assembly do UPS, CRACs/HVACs, and physical
security systems belong?

03 List the four categories of data center operations.

04 What is the term for tracking equipment changes using formal
forms, appeals, plans, and logs?

05 Data center monitoring divides into which two categories?

06 Name the four key benefits of IT monitoring.

07 Which sensor detects hot zones and heat spillovers, and
which detects fluid build-up?

08 Which operational metric shows whether a physical server is
under optimal use, idle, overloaded, or inoperative?

09 Which metric equates computing activities to the amount of
power required to perform them?

010 Give three ways to improve the efficiency of non-IT
monitoring.
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