MODULE 12 - STUDY NOTES

Data Center Reliability

What reliability means for a data center, why it matters across a product's life cycle, the techniques and risk-

analysis methods that protect it, and the common causes of failure

Every component and system in a data center has a useful life, and failures happen inside that life — some
random, some from manufacturing defects, friction, age, incorrect installation, operational anomalies, or
working a part beyond its capacity. Reliability is the discipline of putting a number on that risk: the probability
that a system will perform its required function over time, the probability of non-failure under normal
conditions. It matters because a data center runs mission-critical operations that must stay available round the
clock, because downtime drives up cost, and because sudden equipment failure can be a safety hazard. This
module builds the concept up from its definition and benefits, shows why reliability changes across a product's
life-cycle phases and why a data center's reliability is the collective reliability of all its parts, lists the techniques
that protect it, then turns to analysis — the low-versus-high-reliability trade-off, worked examples of power and
cooling loss, the redundancy-plus-reliability rule, and the six methods used to analyze reliability risks. It closes

with the common causes of failure a technician must recognize and mitigate.

LEARNING OBJECTIVES

= Describe the concept of reliability in a data center

= Recognize the importance of reliability in a data center

= Identify the techniques to ensure reliability in a data center

= Recognize the various methods of analyzing data center reliability risks

= Describe the common causes of failures in a data center

12.1 Defining data center reliability

Every component or system in a data center has a useful life — the duration for which it is designed to function
properly. Failures still occur during that life, and they come from many sources: they can be random, or caused by a
manufacturing defect, friction within a component's parts, the age of the components, incorrect installation in the
field, operational anomalies, or fatigue when a component is worked beyond its capacity. Reliability is the measure
that quantifies how likely a system is to keep working in spite of all that.

KEY TERMS

Reliability

The probability that a system will perform its required function at a specific point of time or over a period of time;
equivalently, the probability of non-failure of a system over a period of time under normal operating conditions. It is correlated
with the quality of a system or product and its operational quality over time.

Useful life
The duration for which a component or system is designed to function properly.

Availability
The data center being operational to provide the services it supports; reliability helps maximize it.
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Reliability is sometimes correlated with the quality of a system or component — it can be viewed as the component's
operational quality over a period of time. But quality is not the whole story: reliability does not depend only on the
standard and quality of the product; it also depends on numerous external factors in a data center, covered later in this
module.

BENEFITS OF RELIABILITY

= High availability — data centers run many mission-critical operations and need to be operational throughout;
downtime of even a few minutes can cause huge losses. High availability and reliability are achieved by having
equipment redundancy at each level so at least one component at each level is available for the data center to

operate.

= Cost management — reliability improves maintenance effectiveness, minimizes failures, and shortens repair
times; it reduces the inventory of spare parts, the cost of quality, and the cost of energy while a system is under
maintenance. Higher downtime means more spending on maintenance and repair — and lost customer
satisfaction.

= Safety — sudden failure of equipment can create unsafe conditions leading to loss of life or injury. Reliability

practices increase safety and minimize risks.

COMMON PITFALL

Reliability and quality are related but not the same. A well-made component can still become unreliable because of
how long it has run, overworking, or missed maintenance. Judge reliability by the probability of non-failure over time
under real operating conditions — not by build quality alone.

12.2 Why reliability is important

Reliability is highly important because it is a measure of a data center's ability to consistently provide service to its
customers. It behaves in four ways worth understanding: it differs across the phases of a product's life, it sets expected
performance, it is itself a performance measure, and it is the collective probability of all the individual equipment.

Reliability differs with life-cycle phases. Failures across a product's life are categorized into three phases. During each
phase the product can undergo different kinds of failures, so reliability is considered to be different in each phase —
which is exactly why precautionary measures such as regular site audits, inspection, maintenance, and change of worn
parts are scheduled around them.

TABLE 12.1 The three failure phases of a product's life

PHASE WHAT HAPPENS TYPICAL FAILURES

Burn-in Initial period after the equipment is put into service Early failures — for example, failures
because of manufacturing defects

Useful life Equipment is performing as expected Random failures and failures because of
an external factor

Wear-out Equipment is aged and worn out End-of-life failures

Reliability sets the expected performance. Every product, component, or system is designed for a specific reliability.
Knowing that target lets you take precautionary measures — regular site audits, inspection, maintenance, and change of
parts due to wear and tear — so the equipment functions within its operational parameters. Reliability is also a
performance measure: it tells you how frequently a product can fail. A highly reliable product has low chances of
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failing, so fewer extra safeguards are needed; a product with low reliability requires a standby or failover product to
support business operations if a failure occurs.

Reliability of a system is the collective probability of its individual equipment. A complex system depends on all of
its components, and those components relate to each other in one of two configurations. The reliability of an individual

component is its probability of non-failure operation, so the reliability of the whole system is subject to the reliability of
every component in it.

SERIES COMBINATION PARALLEL / REDUNDANT COMBINATION

all must work at least one must work

= All components must be functional for the system = At least one component at that level must be
to be operational functional for the system to operate
= A single component failure takes the system down = Redundancy is what lets a system survive an

individual failure

EXTERNAL FACTORS THAT AFFECT RELIABILITY

How long the product or system has been operational relative to the duration it was intended to operate.
= Overworking a product or system, which reduces its operational capacity.

Missed maintenance events — failure of a component that is overdue for its scheduled maintenance.

Incorrect maintenance procedures — standards not followed per organizations such as the original equipment

manufacturer (OEM), the American National Standards Institute (ANSI), or the Telecommunications Industry
Association (TIA).

Finally, remember the whole-system view: the reliability of a data center is measured as a whole — a combination of
the reliability of all the components, systems, or products it is composed of. A practical consequence is that multiple
small failures, or one large failure, might have the same impact on the data center's reliability measurement.

COMMON PITFALL

Don't confuse series with parallel. In a series configuration every component must work or the system stops; in a
parallel / redundant configuration only one at that level needs to work. Redundancy is the deliberate use of parallel

paths so a single failure doesn't become an outage.

12.3 Techniques to ensure reliability

A data center can adopt several techniques to ensure reliability. They span hardware and process: keeping equipment
maintained, duplicating it wisely, staffing it with skilled people, planning for disaster, and learning from every failure.
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TABLE 12.2 Techniques to ensure reliability in a data center

TECHNIQUE HOW IT HELPS

Regular maintenance Hardware and software upgrades keep the data center running smoothly

Redundancy of systems Two parallel systems let one run during the maintenance of the other; duplicate
components decrease the probability of failure and improve availability

Balance between redundancy and Facilities and IT both need duplication, but administrators must be judicious
operating efficiency about which systems are made redundant to control the investment
Availability of skilled personnel Businesses use training and simulation to improve reliability and maintain the

effectiveness of skilled personnel

Disaster recovery and business Infrastructure elements address reliability: the services element handles process
continuity plans reliability, and the management element handles reliability of human resources
Failure log maintenance Documenting every failure, how it was solved, and the lessons learned lets the

data center learn from past experience and reduce future downtime and capital
expense

COMMON PITFALL
More redundancy is not automatically better. There must be a balance between redundancy and operating

efficiency — every redundant system is an investment, so administrators decide judiciously which systems to
duplicate rather than duplicating everything.

12.4 Analyzing reliability risks

Data centers are vital to business operations, and the failure of one can cause business interruptions or revenue losses
— so a data center should be available round the clock. One factor that helps ensure that availability is the reliability of
the equipment. Formally, reliability is the probability that a device or equipment serves its intended purpose for a
specific duration under specified conditions. Reliability sits on a spectrum, and where equipment falls on it drives
cost and downtime.

LOW RELIABILITY HIGH RELIABILITY

the expensive end the goal
= Causes more downtime = Ensures lower operating costs
= Increases costs for repair and maintenance = Fewer downtimes because of periodic

» Increases the redundancy required maintenance

» Decreases availability of the data center * Note: all equipment — high or low reliability —

still needs periodic maintenance

Two classic examples show how reliability issues surface — and that they don't all behave the same way. A power loss
can disrupt the operation of racks and immediately impact many services: disrupting revenue-generation services,
incurring unexpected costs, raising non-compliance with service level agreements, raising litigation risks, and causing
negative media attention. A cooling loss raises temperature until racks overheat and trip to prevent a fire hazard that
could destroy data and equipment. The key contrast is timing.
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WORKED EXAMPLE - POWER LOSS VS. COOLING LOSS

Both are common reliability issues, but their impact profiles differ. The effect of a power failure is immediate — the
moment power is lost, racks stop and services are disrupted. The impact of a cooling loss does not immediately
impact operations — temperature climbs over time until equipment overheats and trips. A technician planning a
response weighs that difference: power loss demands instant failover (UPS, redundant feeds), while a cooling loss
offers a short window to intervene before thermal trips occur.

Redundancy and reliability go together. The reliability of each data center depends on its equipment and setup, and
equipment redundancy is extensively used to attain good system availability. But the required redundancy level is
determined by equipment reliability — and even a critical system with a redundant system installed cannot attain
excellent availability if it has unreliable components, which pose a higher probability of concurrent failures. Ideally,
availability should be in the range of 99.999%, and that is achieved by ensuring high reliability; redundancy is effective
only when equipment reliability is ensured.

WHY ANALYZE DATA CENTER RELIABILITY RISKS

= Risk calculation identifies and prioritizes unforeseen problems and resolves them before they adversely affect

operations.
= Supports risk recordkeeping and resolution recordkeeping.
= Helps mitigate the risks related to a data center's downtime occurrences.

= Offers insight into risks across a data center's electrical, mechanical, safety, infrastructure, power, and cooling
systems, and gives understanding of the data center's competency level.

= Identifies the source of risk, recommends fixes with projected expenses, and helps with planning for increased
reliability.

COMMON PITFALL

Redundancy is not a substitute for reliability. A redundant unit made of unreliable parts raises the probability of
concurrent failures and still can't reach the ~99.999% availability target. Ensure the equipment is reliable first;

redundancy then multiplies its effect.

12.5 Methods of analyzing reliability risks

Reliability analysis is performed with a series of procedures and methods. Six are covered here: reliability block
diagrams (RBDs), logical tree analysis, hazard analysis, reliability centered maintenance (RCM), human error
analysis, and maintenance procedure analysis. Each identifies the source of a risk and — in most cases — offers

recommendations and projected expenses to reduce it.
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TABLE 12.3 The six methods of analyzing reliability risks

METHOD WHAT IT REVEALS OR DOES

Reliability block diagram (RBD) Shows end-to-end rational linking and the system connectivity topology; helps

foresee component failures that could cause downtime

Logical tree analysis Shows the tolerable threshold for facility failures using tree-like structures; does
not measure or certify criticality

Hazard analysis Categorizes hazards before site selection and design to prevent future hazards
Reliability centered maintenance Effective but costly program combining RCM, PM optimization, and FMEA
(RCM)

Human error analysis Examines the errors that arise wherever human intervention occurs
Maintenance procedure analysis Covers inspections, testing, and predictive, preventive, condition-based, and

corrective maintenance

Reliability block diagram (RBD). An RBD shows the end-to-end rational linking of the data center systems. It
portrays the entire power circulation from the utility end to the loading points, and it depicts the system
connectivity topology (SCT) — series-parallel connections, bridge connectivity, active and standby, and the data center
layout. With the SCT, the data center architect or designer can foresee the consequences of component failures that
could hinder operations, so an RBD helps prevent the system from going down.

Logical tree analysis. This method lets managers analyze risks with tree-like structures and shows the tolerable
threshold levels for facility failures — some components are kept in place after a failure until the threshold is reached.
Two cautions: performing hands-on maintenance just before equipment reaches its threshold does not improve
reliability, and it can even have a negative impact on overall performance because of the maintenance downtime. The
model also does not measure or certify criticality.

Hazard analysis. To lessen possible hazards and guarantee uptime, hazard analysis should be done before the site
selection, building planning, and design stages — done early, it helps prevent future hazards.

TABLE 12.4 Hazard categories for data center facilities

CATEGORY EXAMPLES

Geographic hazards Location risks such as seasonal fire, earthquakes, or severe storms

Security hazards Computer viruses affecting reliability, plus physical-premises security issues
Environmental hazards Severe heat or cold that can impact environmental controls

Acoustic exposure Sound of inert gas released from fire-suppression units, which can damage information

stored on magnetic hard disk drives

Reliability centered maintenance (RCM). RCM programs are effective but costly and resource-intensive. A full
program combines three elements, and the practical lesson is that RCM alone is rarely economical — pairing
preventive-maintenance optimization with it is.
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TABLE 12.5 Elements of an RCM program

ELEMENT ROLE

RCM Creates comprehensive failure mode and effects analysis plus decision worksheets —

time-consuming, needs expert knowledge, and is usually not economical on its own

Preventive maintenance (PM) Prioritizes essential maintenance jobs over less value-added failure maintenance;
optimization economical when used with RCM — a dependable model for the facility
FMEA Outlines failure effects (if X fails, then Y happens); classifies critical vs. non-critical

failures; offers only minimal insight into the link between failure modes and
preventive maintenance

HUMAN ERROR ANALYSIS - ERRORS WHEREVER HUMANS INTERVENE

= Poor planning — e.g. delays in setting up a system or performing maintenance.

= Mistakes — e.g. an error analyzing a monitoring report despite being skilled for the job.

= Lack of skills / knowledge — e.g. unknown slips due to lack of knowledge on a specific task.
= Poor facilities — e.g. errors committed because of low lighting in the facility.

= Negligence of work — e.g. missing maintenance or neglecting routine checks.

= Poorly written documents — e.g. errors in the Method of Procedure (MOP) documents. Mitigate these by using
automated analysis methods to replace manual efforts and reduce human error.

TABLE 12.6 Maintenance procedure analysis

TYPE WHAT IT INVOLVES

Inspections Regular inspections and audits to make sure systems are in working condition

Testing Continuous testing so systems function within set parameters

Predictive maintenance Identify changes or anomalies that could cause potential failure and act before an outage
Preventive maintenance Keep equipment at its optimum level — e.g. oil changes or cleaning heat exchangers
Condition-based Performed when indicators show declining performance or impending failure
maintenance

Corrective maintenance Fix a system or component only when it is due for repair or replacement — e.g. fixing a

leak or changing a pipe

COMMON PITFALL

Timing maintenance to the last minute backfires. A logical tree tells you the tolerable threshold, but doing hands-on
maintenance right before that threshold does not raise reliability and the downtime may lower overall performance.
Logical tree analysis also cannot measure or certify how critical a component is.

12.6 Common causes of failure in the data center

Data centers are configured to provide uninterrupted performance, continuous data processing, and round-the-
clock availability. Even so, they encounter failures that can occur anytime and cannot be predicted in advance. The
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good news: these failures can be prevented, and their impact minimized, by devising robust backup plans and
introducing preventive measures. There are eight common causes to recognize.

THE EIGHT COMMON CAUSES OF FAILURE

= Power failures — battery failure, unavailable redundancy, or circuit breaker overload.

= Network failures — link, device-level, or load-balancer failures.

= Malfunctioning of hardware devices — cooling, aging, chipset, or power-fluctuation issues.
= Software collapse — outdated software, viruses, hacking, or poor testing.

= Malicious cyberattacks — unauthorized changes and information leaks.

= Natural calamities — storms, earthquakes, and other unpredictable events.

* Human errors — mistakes by planning, technical, and monitoring staff.

= Other causes — a range of process and environmental issues.

Power failures are a primary cause and have three distinct sub-causes, each with its own mitigation. The common

thread is N+1 redundancy plus real-time monitoring.

TABLE 12.7 Power failures — sub-causes and mitigations

SUB-CAUSE MITIGATION

Battery failure — a UPS battery cell becomes Have N+1 redundancy of the UPS system and a string of battery cells;
weak and is not monitored or replaced in time monitor batteries in real time and replace any weak or old cell
while the main power source is unavailable

Unavailable redundancy — power-path Give all power components N+1 redundancy as a design best practice
components not designed per best practice,
often to save cost

Circuit breaker overload — an overloaded Monitor power systems in real time with alerts whenever equipment
breaker can break a redundant component, exceeds its design threshold limits
causing complete circuit failure




MODULE 12 - DATA CENTER RELIABILITY

TABLE 12.8 Other common causes of failure and their mitigations

CAUSE

Network failures

Hardware
malfunction

Software collapse

Malicious
cyberattacks

Natural calamities

Human errors

Other causes

MECHANISM

Link failure (configuration change or unplugged
cable), device-level failure of switches/routers from
wear and tear, or load-balancer failure from bugs,

config changes, or hardware faults

Improper or failed cooling, older devices running to
match new requirements, internal chipset
malfunction, power fluctuation

Outdated software, virus attacks, hacking,
ineffective testing, unstable behavior

Unauthorized changes to systems; information
leaks; risk rising with emerging technologies

Storms, earthquakes and other unpredictable, non-

man-made events

Mistakes by the planning team, technicians,
engineers, and monitoring staff

Frequent system changes, outdated methods/
devices, missed periodic checks, excess humidity/
condensation, no predefined process, water
leakage/blockage, on-premises theft
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MITIGATION

Monitor devices in real time; trace and
replace failed links; monitor load

balancers to confirm traffic is balanced

Plan to control and overcome outages;
keep a standby backup ready to put into
action immediately

Identify the critical software issues and
fix them well in time

Strict, reliable security system; analyze
untreated IT/network gaps; robust ISP

connections

Plan for damage at the design stage;
analyze site geographic conditions; use
earthquake-proof designs; place a

standby data center in another region

Minimize human involvement; use a
regulated, process-oriented approach;
train staff; clarify roles; provide good
tools and working conditions

Couple preventive measures with a well-
defined backup process; keep backups
ready; routinely monitor and analyze
the backup

COMMON PITFALL

Backups only help if they are ready and verified. For every one of these causes, the mitigation is not just having a

backup but keeping it ready to deploy immediately and routinely monitoring and analyzing it — an untested backup is

not a safety net.

Module summary

controls cost, and improves safety.

large failure can have the same impact.

= Reliability is the probability that a system performs its required function (non-failure) over time under normal
operating conditions; it correlates with quality but also depends on external factors, and it maximizes availability,

= Every component has a useful life, and failures cluster into burn-in, useful life, and wear-out phases; reliability
differs by phase, so audits, inspection, maintenance, and parts replacement are planned around them.

= A data center's reliability is measured as a whole — the combined reliability of all components — with parts
combined in series (all must work) or parallel/redundant (at least one must work); many small failures or one
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= Techniques to ensure reliability: regular maintenance, redundancy of systems, a balance between redundancy
and operating efficiency, skilled personnel, disaster recovery / business continuity plans, and failure-log

maintenance.

= Low reliability means more downtime, higher repair and maintenance cost, and reduced availability; high
reliability lowers operating cost and downtime — but all equipment still needs periodic maintenance, and
redundancy (N+1) attains availability (ideally ~99.999%) only when equipment reliability is ensured.

= A power loss has an immediate effect while a cooling loss builds over time; analyzing risks identifies and
prioritizes problems before they hit operations, supports recordkeeping, mitigates downtime, and reveals the
data center's competency level.

= The six risk-analysis methods are RBD, logical tree analysis, hazard analysis, reliability centered maintenance
(RCM = RCM + PM optimization + FMEA), human error analysis, and maintenance procedure analysis
(inspections, testing, predictive, preventive, condition-based, corrective).

= Common causes of failure are power failures, network failures, hardware malfunction, software collapse,
malicious cyberattacks, natural calamities, human errors, and other causes — each mitigated with redundancy,
real-time monitoring, ready backups, and well-defined preventive processes.

Review questions

1. Why is a data center's reliability described as a collective, whole-system measurement rather than a per-
component one?

Answer: Because a data center depends on the proper functioning of all its components; its reliability is the combination
of the reliability of every component, system, and product. As a result, multiple small failures or one large failure can
produce the same impact on the reliability measurement.

2. Distinguish the burn-in, useful life, and wear-out phases and say why they matter.
Answer: Burn-in = initial failures such as manufacturing defects; useful life = random failures and external-factor failures
while the equipment performs as expected; wear-out = end-of-life failures from aged, worn equipment. Reliability differs
in each phase, so audits, inspection, maintenance, and parts replacement are planned around them.

3. A critical system already has a redundant unit installed but still can't reach excellent availability. What explains
this, and what is the fix?
Answer: The redundant system is built from unreliable components, which pose a higher probability of concurrent
failures. Redundancy is effective only when equipment reliability is ensured — the ideal availability of about 99.999%
requires high reliability, not just duplication.

4. Contrast the effects of a power loss and a cooling loss.

Answer: A power loss disrupts rack operation with an immediate effect — lost revenue services, unexpected costs, SLA
non-compliance, litigation risk, and negative media attention. A cooling loss raises temperature so racks overheat and trip
to prevent a fire; its impact is serious but not immediate.

10
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5. List the six methods of analyzing reliability risks and one thing each contributes.

Answer: RBD (foresees component failures via end-to-end linking and SCT); logical tree analysis (shows tolerable failure
thresholds but doesn't certify criticality); hazard analysis (done pre-design; geographic, security, environmental, acoustic
hazards); RCM (comprehensive FMEA-based program, effective but costly); human error analysis (addresses mistakes

from human intervention); maintenance procedure analysis (inspections, testing, and predictive, preventive, condition-
based, and corrective maintenance).

6. Why isn't RCM applied on its own, and what makes it practical?

Answer: A full RCM program creates comprehensive FMEA and decision worksheets that are time-consuming and require
expert knowledge, so it is usually not economical on its own. Pairing PM optimization with RCM — prioritizing essential
maintenance over less value-added work — produces a dependable, economical model.

7. Give the three sub-causes of power failure and the mitigation each calls for.

Answer: UPS battery failure — N+1 UPS redundancy with a monitored string of battery cells; unavailable redundancy in
the power path — N+1 redundancy for all power components as a design best practice; circuit breaker overload — real-
time power monitoring with alerts when equipment exceeds its design thresholds.
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