AWS ACADEMY

Data Center Reliability

RELIABILITY DEFINED -
CAUSES OF FAILURE

ENGINEERING OPERATIONS TECHNICIAN

MODULE / CHEAT SHEET

FAILURE PHASES - SERIES VS. REDUNDANT - RISK-ANALYSIS METHODS - COMMON STUDY & REVIEW

remember these

01 MUST KNOW

if you remember five things,

01 Reliability, defined: the probability that a system performs its required function at a specific point or over a period of
time — the probability of non-failure under normal operating conditions. It correlates with a system's quality and
operational quality over time, but it depends on external factors too, not quality alone.

02 Measured as a whole: a data center's reliability is the combined reliability of all its components, systems, and
products, so many small failures or one large failure can have the same impact. Components combine in series (all
must work) or parallel / redundant (at least one must work).

03  Life-cycle phases: failures cluster into three phases — burn-in (early failures, e.g. manufacturing defects), useful life
(random and external-factor failures), and wear-out (aged, worn equipment). Reliability differs in each phase, which is why
audits, inspection, maintenance, and parts replacement are planned around them.

04  Redundancy needs reliability: equipment redundancy (best practice: N+1) attains availability — ideally around 99.999% —
but only when equipment reliability is ensured. Redundant unreliable parts just raise the probability of concurrent failures

and still can't reach excellent availability.

05 Techniques & risk analysis: ensure reliability through regular maintenance, redundancy, a redundancy/efficiency
balance, skilled personnel, DR and business-continuity plans, and a failure log. Analyze risks with RBD, logical tree
analysis, hazard analysis, RCM, human error analysis, and maintenance procedure analysis.

02 KEY TERMS

TERM DEFINITION

Reliability Probability that a system performs its required function at a specific point or period of time — the
probability of non-failure under normal operating conditions

Useful life The duration for which a component or system is designed to function properly; failures still occur
within it

Availability The data center being operational to provide the services it supports; maximized by reliability, ideally

Burn-in phase
Useful life phase
Wear-out phase

Redundancy

Series configuration

Parallel (redundant)
configuration

Reliability block diagram (RBD)
FMEA

Method of Procedure (MOP)

around 99.999%

First life-cycle phase — initial failures such as those from manufacturing defects

Middle phase — random failures and external-factor failures while equipment performs as expected
End-of-life phase — failures from aged, worn-out equipment

Duplicating components so at least one at each level stays available; N+1 is the data center best
practice

All components must be functional for the system to be operational

At least one component at that level must be functional for the system to be operational

Shows end-to-end linking and the system connectivity topology (SCT) to foresee component failures

Failure mode and effects analysis — outlines failure effects (if X fails, then Y happens) and classifies
critical vs. non-critical failures

Maintenance procedure document; errors in it are a recognized source of human error
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03 THE THREE FAILURE PHASES

reliability differs in each phase

01 Burn-in — early failures, e.g. manufacturing defects — 02 Useful life — random and external-factor failures while

performing as expected — 03 Wear-out — end-of-life failures from aged, worn equipment

04 SERIES VS. REDUNDANT CONFIGURATION

how components combine decides system reliability

SERIES COMBINATION

all must work

— All components must be functional for the system to
operate

— Any single component failure takes the system down

— Lowest tolerance for individual failures

PARALLEL / REDUNDANT COMBINATION
one is enough
— At least one component at that level must be functional

— Duplicate components decrease the probability of
failure

— Basis for N+1 redundancy and better availability

05 RISK-ANALYSIS METHODS AT A GLANCE

six methods to know

METHOD WHAT IT DOES

Reliability block diagram (RBD)
cause downtime

Logical tree analysis
criticality

Hazard analysis
and acoustic hazards

Reliability centered maintenance
(RCM)

Human error analysis

End-to-end linking + system connectivity topology; helps foresee component failures that could

Tree structures that show the tolerable threshold for facility failures; does not measure or certify

Done before site selection, planning, and design; covers geographic, security, environmental,

Effective but costly and resource-intensive; combines RCM, PM optimization, and FMEA

Examines errors from human intervention — poor planning, mistakes, lack of skills, poor

facilities, negligence, poor documents

Maintenance procedure analysis

06 COMMON CAUSES OF FAILURE AND HOW TO PREVENT THEM

Inspections, testing, predictive, preventive, condition-based, and corrective maintenance

cause - mitigation

CAUSE EXAMPLE

MITIGATION

Power failures

Network failures

Hardware malfunction

Software collapse

Malicious cyberattacks

Natural calamities

Human errors

UPS battery failure, no redundancy, circuit breaker
overload

Switch/router wear, link or cable failure, load-balancer
failure

Improper cooling, aging devices, chipset faults, power
fluctuation

Outdated software, viruses, hacking, ineffective testing

Unauthorized changes; information leaks

Storms, earthquakes; unpredictable, not man-made

Mistakes by planning, technicians, engineers, and staff

N+1 redundancy; real-time monitoring with
threshold alerts

Real-time monitoring; trace and replace failed
links

Plan for outages; keep a standby backup
ready

Identify and fix critical software issues in time

Strong security system; gap analysis; robust
ISP connections

Plan at design stage; site analysis; standby DC
in another region

Minimize human involvement; training; clear
roles; regulated process
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07 EXAM TRAPS where the knowledge check gets you

x “Cooling loss takes down the data center as instantly as a power loss.” — A power failure's effect is immediate; a cooling
loss raises temperature gradually until racks overheat and trip, so its impact is not immediate.

x “Installing a redundant system guarantees high availability.” — Only if the equipment is reliable. A redundant system built from
unreliable components has a higher probability of concurrent failures and still can't reach excellent availability — redundancy
is effective only when reliability is ensured.

x “Reliability depends only on the standard and quality of the product.” — It also depends on external factors — how long it has
run versus its intended life, overworking, missed maintenance, and incorrect maintenance procedures.

x “In a series configuration, one working component keeps the system running.” — That describes a parallel / redundant
configuration. In series, all components must be functional or the system fails.

x “Servicing equipment right before it reaches its threshold boosts reliability.” — Reliability does not improve, and the
maintenance downtime can even hurt overall performance; a logical tree also does not measure or certify criticality.

x “RCM is the most economical maintenance program.” — RCM is effective but costly and resource-intensive — usually not
economical on its own. PM optimization combined with RCM is the dependable, economical model.

x “Hazard analysis happens after the data center is built.” — It must be performed before site selection, building planning, and
design to prevent future hazards.

x “A data center's reliability is judged component by component.” — Reliability is measured as a whole — the combination of all
components — so many small failures or one large failure can have the same impact.

08 SELF-QUIZ answers are upside-down below

01 How is reliability defined for a data center? 06 Equipment redundancy attains availability only when what is

ensured?
02 Name the three phases of failure in a product's life cycle.

. ) . 07 Name three techniques for ensuring reliability in a data center.
03 In a series configuration, how many components must be

functional for the system to operate? In a parallel (redundant) 08 Which risk-analysis method depicts end-to-end linking and
configuration? system connectivity topology to foresee component failures?
04 Which reliability issue has an immediate effect on operations 09 What three elements make up a reliability centered

— power loss or cooling loss? maintenance (RCM) program?

05 What availability level does the module cite as the ideal, 010 List three common causes of data center failure.

achieved through high reliability?
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