MODULE 11 - STUDY NOTES

Data Center Maintenance

Why continuous operations depend on maintenance, the predictive/preventive/corrective strategies and four
maintenance types, the internal and external factors to inspect, and how preventive and predictive

maintenance keep a data center running

A data center houses critical, complex, and sensitive physical and IT infrastructure — equipment, interconnected
devices, switches, cables, and cooling systems — and its customers depend on it running without interruption.
Effective operation of that infrastructure is what enhances a data center's performance, so it is vital to monitor
and maintain it to sustain continuous operations. Any glitch — a leak in the cooling system, a cracked cable, or
equipment that suddenly turns noisy, overheats, or underperforms — can put the whole operation at risk. This
module builds the discipline that keeps small glitches from becoming outages: the maintenance plan and why it
matters, the three maintenance strategies (predictive, preventive, corrective) and the four maintenance types,
the internal and external environmental factors an inspection must cover, the benefits and prerequisites that
frame a maintenance program, how infrastructure, equipment, and budget shape a strategy, and finally a close

look at the two processes the module singles out — preventive and predictive maintenance.

LEARNING OBJECTIVES

= Describe the various types of data center maintenance

= Identify the various internal and external environmental factors that you need to cover and inspect
= Identify the benefits of data center maintenance

= Recognize the prerequisites for data center maintenance

= Identify the strategies for data center maintenance

= Identify the two types of data center maintenance processes — preventive and predictive

= Describe the role of preventive maintenance

= Describe the role of predictive maintenance

11.1 Why data centers need maintenance

Data centers must stay available to meet the ever-increasing demand of their customers, and they house critical,
complex, and sensitive physical and IT infrastructure — equipment, interconnected devices, switches, cables, and
cooling systems. Because effective operation of that infrastructure enhances a data center's performance, it is vital to
monitor and maintain the physical and IT infrastructure to sustain continuous operations. If devices and
equipment are not properly maintained, operations are at risk: there might be a leak in the cooling system or a cracked
cable, and some equipment shows signs of malfunctioning such as noise, overheating, or reduced performance. The
recommended answer is a maintenance plan for all essential physical and IT infrastructure.



MODULE 11 - DATA CENTER MAINTENANCE AWS ACADEMY ENGINEERING OPERATIONS TECHNICIAN

WHAT A MAINTENANCE PLAN DOES
= Covers processes like inspection, fault detection, and repairing of faults and damages.
= Needs to be implemented at regular intervals in the data center.

= Lets the maintenance team track ongoing progress and quickly identify the underlying causes of failures and
damages before the infrastructure completely fails.

Maintenance is not a side activity — it plays a key role in improved uptime and performance, and availability and
resiliency are critical. Demand is climbing: the data center service market is set to grow at a compound annual growth
rate (CAGR) of 13.69% from 2019 to 2025, and organizations rely so heavily on availability and uptime statistics that
data centers must run constantly. Many factors can cause unpredicted downtime, but there are strategies to avoid and
control them — and the power of artificial intelligence (AI) helps a data center precisely monitor its IT equipment and
predict failures, giving ample time to respond and perform maintenance before downtime occurs.

In today's digital business environment, organizations serve a global customer base and cannot afford downtime — yet
downtime is inevitable due to system failures, long power outages, and natural disasters. The aim is to minimize it. To
address these unpredictable downtimes, data centers install the required backup systems and implement adept
monitoring systems, keeping devices and equipment running without issues. Regular maintenance helps identify issues
with devices and equipment in time so that they can be resolved before any failures occur.

COMMON PITFALL

Maintenance is not a one-time fix. For a data center to stay operational continuously, maintenance must be an
ongoing process — it does not end when a fault is found in the equipment. In fact, maintenance should continue
after the equipment is fixed and brought back to working order.

11.2 Maintenance strategies: predictive, preventive, and corrective

Various maintenance strategies can be adopted based on a data center's requirements, and the module divides them into
three categories: predictive, preventive, and corrective. They differ in what triggers the work — data that predicts a
failure, a routine schedule, or a problem that has already happened.

KEY TERMS

Predictive maintenance
Uses measurements and data analysis to recognize trends or irregularities that can cause a failure, helping staff recognize
these issues and address them before a failure occurs.

Preventive maintenance

Prolongs the lifecycle of a piece of equipment by taking regularly scheduled steps to perform its required maintenance.

Corrective maintenance

Maintenance that occurs in response to a problem that has already occurred, such as repairing a leak.

An emerging strategy called reliability-centered maintenance combines predictive maintenance (data-driven
maintenance) with traditional maintenance practices (preventive and corrective maintenance) — pairing the foresight
of analytics with the discipline of scheduled and reactive work.



MODULE 11 - DATA CENTER MAINTENANCE AWS ACADEMY ENGINEERING OPERATIONS TECHNICIAN

ONE TASK, THREE STRATEGIES - THE AIR-FILTER EXAMPLE

The same job of replacing an air filter maps to all three strategies depending on what triggers it. Predictive replaces
the filter at a projected date based on air-quality measurements. Preventive replaces the filter at the scheduled date.
Corrective replaces the filter after it has already caused an AC unit failure. Matching the trigger to the strategy is
exactly what the module's third knowledge check asks you to do.

11.3 The four maintenance types

Regardless of the strategy used to decide that maintenance is needed, there are several types of maintenance used in a
data center: hands-on, non-invasive, scheduled, and condition-based. A type describes how the work is carried out.

TABLE 11.1 The four maintenance types compared

TYPE WHAT IT IS HOW IT WORKS

Hands-on Employs qualified technicians who handle Data centers rely on quick solutions to fix
unpredictable situations with ease emergency equipment failures or damages

Non-invasive Specially designed computer software for Checks equipment routines as prescribed by the
managing maintenance procedures and manufacturer and keeps the process on track
schedules

Scheduled Regular maintenance planned for the entire Frequency set from manufacturer recs, history,
data center, decided well beforehand experience, and business needs; run in shifts,

rotations, or off-hours by an on-premise or third-
party team

Condition-based A type of corrective maintenance that acts Inspect, identify, rectify, and test the equipment;
when equipment shows malfunction symptoms performed immediately to avoid risk and

downtime

WHY HANDS-ON MATTERS - THE MIDNIGHT FAILURE

Imagine running a high-density data center with numerous clients seeking round-the-clock support, and a crucial piece
of IT equipment starts to show faulty signs around midnight. Do you place a call and wait for an off-site expert who
needs hours to arrive, while one minute of downtime costs the data center dearly? No — you lean on on-premise
technicians who can quickly control the equipment downtime. That is the value of hands-on maintenance.

KNOWLEDGE-CHECK 1 MATCHES (TYPE —~ DESCRIPTION)

= Hands-on — employing adept technicians on-premise.

= Non-invasive — implementing specially designed computer software.

= Scheduled — deciding well beforehand and carrying out with strategic planning in place.

= Condition-based — corrective maintenance: inspecting, identifying, rectifying, and testing the equipment.
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needed only for complex situations.
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Do not treat condition-based maintenance as a fourth, independent strategy. It is a type of corrective maintenance —
it comes into action only when a piece of equipment starts showing symptoms of malfunctioning (overheating, excess
vibration and noise, leaks, spills). Any data center personnel can handle it by following set procedures; experts are

11.4 Environmental factors: internal and external

Apart from devices and equipment, various internal and external environmental factors need to be inspected during
the maintenance process. Internal factors sit inside the facility and its equipment; external factors surround the site or
come from outside it. Several factors — notably temperature and humidity — appear on both lists, so read the wording

carefully.

INTERNAL ENVIRONMENTAL FACTORS EXTERNAL ENVIRONMENTAL FACTORS

inspect inside the facility and equipment

Circuit boards

Cables and layout

Assembled parts

Filters and capacitors

Insulation

Ventilation system and cooling system
Power backup system

Automated checks for temperature and humidity;
calibration

Alarm system and fire extinguishers; leaks and
blockages

inspect or consider around the site

Cleanliness

Corrosion

External fitting leaks

Roof penetrations

Noise

Temperature and humidity levels
Earthing cables and connections
Open windows and doors

Nearby construction (adds dust); concurrent
maintenance or activity; safety and security

precautions

The speaker notes add a few more external considerations worth remembering — levels of acidity and radio waves,
along with the dust introduced by nearby construction. The point of both lists is the same: an inspection that stops at

the racks misses the environmental conditions that quietly degrade equipment.

COMMON PITFALL

ventilation system are the internal answers on that same check.

Temperature and humidity are the classic exam trip-up. The internal list includes automated checks for temperature and
humidity, but the module's second knowledge check classifies temperature and humidity levels as an external factor
— grouped with roof penetrations, noise, and corrosion. Insulation, cooling systems, fire extinguishers, and the

11.5 Benefits and prerequisites of maintenance

Regular maintenance provides many benefits for keeping a data center in good order, and drafting and executing a
master plan for maintenance is the way to achieve success. A maintenance strategy not only makes it easier for staff

to carry out processes; it directly improves the data center's outcomes.
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BENEFITS OF DATA CENTER MAINTENANCE
= Increased reliability.

= Enhanced equipment life.

= Reduced chances of risks or failures.

= Performance efficiency.

= Increased compliance with regulations and service-level agreements (SLAs).

Before you can choose a maintenance strategy, a few prerequisites must be in place. They set the priorities, the people,
the tooling, and the measures that a strategy depends on.

PREREQUISITES FOR DATA CENTER MAINTENANCE

= Identify and prioritize the data center infrastructure in need of maintenance.

= Explain the risks, impacts, and preventive measures of preventive maintenance to stakeholders.
= Clarify the roles and responsibilities of each data center division.

= Maintain a stock of essential tools, devices, and equipment.

= Continuously improve data center processes.

= Define and evaluate key point indicators (KPIs) for performance and efficiency.

= Consider cost-effectiveness without compromising the safety and availability of the data center.

COMMON PITFALL

Two knowledge checks live in this section and both hinge on distractors. Benefits are reliability, reduced risks, and
compliance with regulations and SLAs — not increases redundancy in systems and not software efficiency (the term is
performance efficiency). Prerequisites include stocking tools, improving processes, and defining/evaluating KPIs —
but cost-effectiveness must never ignore the safety and availability of the data center.

11.6 Building a maintenance strategy: infrastructure, equipment, and
budget

Data center maintenance is a planned event to facilitate operational availability without hampering ongoing
processes. A complete strategy must cover IT equipment, backup systems, electrical systems, cooling and
mechanical systems, and facility equipment monitoring and control systems. In practice the work divides into two
categories — infrastructure maintenance and equipment maintenance — and is kept honest by a budget.
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INFRASTRUCTURE MAINTENANCE - THE OVERALL STRATEGIES
= Analyze infrastructural operations to identify direct or indirect risks.

= Maintain cleanliness — dust and dirt on chipsets hinder cooling and cause overheating; remove dust, keep racks
clean, and change filters when required.

= Modify existing designs — change layouts and adopt smarter methods to hold throughput even at peak times.

= Replace equipment before it fails — every device has an expected lifecycle and should be replaced in time, even
if it is still running fine.

= Organize replacement plans — a missing plan invites human error, longer recovery times, longer downtime, and
capital losses.

EQUIPMENT MAINTENANCE - WHAT IT INCLUDES

= Routine inspections of various devices, plus daily visual checks and scheduled inspections.

= Predictive maintenance — newer IT equipment has sensors and Al-driven technology that monitor performance
around the clock and maintain on detection.

= Scheduled preventive maintenance — physically examine equipment, cables, backup, and cooling annually or
every six months (on-premise team or domain-expert third party).

= Automated maintenance management software — records prior tasks and monitors ongoing efforts for complex
work.

= Equipment rotation — some equipment runs on a rotational basis and should be rotated for load balance and to
avoid failures.

TABLE 11.2 Predictive, preventive, and corrective — by category

STRATEGY INFRASTRUCTURE MAINTENANCE EQUIPMENT MAINTENANCE
Predictive Build a model of how components are used at a site Use a computerized maintenance
(AC filters clog faster where a free-air cooling management system (CMMS) to handle
system pulls in high dust) anticipated issues such as lag time or

operational errors

Preventive Condition-based checks that estimate infrastructure Update software before an issue arises
condition over time, such as power and cooling

systems

Corrective Create a plan to handle common infrastructure Repair an overheated server
failures, such as leaks
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STAYING ON BUDGET

= Follow manufacturer recommendations to increase cost predictability and avoid unexpected outages.

= Use a third party for scheduled maintenance — costs are negotiated and agreed upfront, so they budget easily.
= Use a trained, certified on-premise team for corrective maintenance to minimize downtime and cost.

= Use optimized, more efficient practices — link servers, disconnect nonessential devices, share storage, and run
an efficient cooling system and HVAC.

= Perform predictive and preventive maintenance to avoid corrective maintenance — regular upkeep saves the
time and cost of recovering from downtime.

COMMON PITFALL

The knowledge check example makes the trigger explicit. For equipment maintenance: predictive = a CMMS
handling anticipated issues (lag time, operational errors); preventive = updating software before a problem;
corrective = repairing an overheated server. The strategy label follows the trigger, not the task.

11.7 Preventive maintenance

Preventive maintenance is a routine maintenance process performed to inspect equipment and confirm it is in a
good state and running as expected. It involves the physical examination of all facility and IT equipment on a regular
basis, and — importantly — it is carried out even when the equipment is running well and shows no symptoms
leading to failure. Downtime can strike at any time from internal or external causes; while external causes can only be
dealt with, internal causes can be prevented to some extent by preventive measures. Its benefits: it minimizes or
prevents downtime caused by internal failures, and regular inspection and care increase the life of data center
equipment.

PREVENTIVE MAINTENANCE FOCUS AREAS
= Uninterruptible power supply (UPS) systems.
= Installed batteries.

= Cooling systems.

= Power backup generators.

= Cables and cabling layout.

= Heating, ventilation, and air conditioning (HVAC).

ON-PREMISE TEAM THIRD-PARTY TEAM

the data center's own employees expert professionals from outside

= Easiest and quickest to approach in an emergency = Expert professionals brought in from outside the

= Employees who also have other tasks to work on data center

= Must be trained and qualified to resolve critical * Sometimes more capable of performing extensive
device and equipment issues preventive maintenance
= Chosen when in-house expertise or capacity is not

enough
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TABLE 11.3 Preventive maintenance process flow

1 — Select Select the equipment to be inspected.
2 — Test Run the equipment and wait for it to complete its function.
3 —If good If performance is good and shows no malfunction, move to the next piece of equipment and

repeat Steps 1-3.

4 — If issue If a performance issue is found, identify the issue and fix it; if needed, repeat Steps 3—4 until the
issue is completely fixed.

COMMON PITFALL

Preventive maintenance's two defining traits are what the knowledge check tests: it involves routine inspection, and
regular monitoring and care increase the lifespan of the equipment. It is not initiated only when equipment shows
signs of malfunctioning — that description belongs to the reactive processes, not to preventive maintenance.

11.8 Predictive maintenance

Unlike preventive maintenance, predictive maintenance is not scheduled on a routine plan. In this lesson it is
initiated when equipment starts showing signs of malfunctioning — such as noise, vibration, high temperature, or
increased power consumption — and it is immediately addressed by scheduling a timely repair to avoid a
breakdown. A delayed response can lead to severe malfunctioning and even burning of the equipment, disrupting the
data center. A robust predictive maintenance system aims to remove frequent risks and downtime, which means staying

updated with the latest technology and the best maintenance and monitoring tools.

AI-DRIVEN FLASH DRIVES — A PREDICTIVE-MAINTENANCE TOOL
= Have built-in sensors and specially designed Al telemetry that continuously monitor IT equipment.
= Perform predictive analytics to report any anticipated problems and keep equipment functioning properly.

= Replace traditional storage options; benefits include reduced maintenance and downtime cost, better
performance and efficiency, more reliable solutions, increased brand reputation, and easy installation and
integration.

= Tools alone are not enough — an efficient predictive process also needs a well-structured procedure.

TABLE 11.4 Predictive maintenance process flow

STEP ACTION

1 — Define Define the conditions to be monitored.

2 — Install Install the conditional monitoring sensors.

3 — Gather Gather data from the sensors and perform the analysis.

4 — No issue If performance shows no signs of malfunctioning, continue monitoring.
5 — Issue found If any performance issues are found, identify the area of concern.

6 — Maintain Perform maintenance and get the underlying issues fixed.
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Keep the module's Lesson 3 definitions straight. Predictive maintenance is initiated when equipment starts showing
signs of malfunctioning; it cannot be pre-scheduled, does not involve regular monitoring and care of equipment,
and is a cost-effective process. Preventive maintenance is the routine, always-scheduled one performed even when
equipment is fine — but both share the same goal: avoid unpredicted downtime that disrupts business.

Module summary

= [t is vital to monitor and maintain a data center's physical and IT infrastructure to sustain continuous operations;
a maintenance plan covers inspection, fault detection, and repair, and runs at regular intervals to catch causes

before complete failure.

= Maintenance improves uptime and performance in a market growing at a 13.69% CAGR (2019-2025); AT helps
monitor equipment and predict failures, and inevitable downtime (system failures, long power outages, natural
disasters) is minimized with backup and monitoring systems.

= Maintenance strategies fall into three categories — predictive (data-driven, before failure), preventive
(scheduled, prolongs lifecycle), and corrective (after a problem). Reliability-centered maintenance combines
predictive with traditional preventive and corrective practices.

= Four maintenance types: hands-on (on-premise technicians), non-invasive (management software), scheduled
(planned in advance), and condition-based (a type of corrective, triggered by symptoms; inspect — identify —
rectify — test).

= Inspections cover internal factors (circuit boards, cables/layout, capacitors, insulation, filters, ventilation,
cooling, power backup, alarms, fire extinguishers, temperature/humidity checks) and external factors
(cleanliness, corrosion, roof penetrations, noise, earthing, nearby construction, open windows/doors) — the
knowledge check treats temperature and humidity levels as external.

= A master maintenance plan increases reliability, enhances equipment life, reduces risks/failures, improves
performance efficiency, and raises compliance with regulations and SLAs; prerequisites include prioritizing
infrastructure, clarifying roles, stocking tools, defining KPIs, and cost-effectiveness without compromising safety
and availability.

= A strategy must cover IT equipment, backup systems, electrical systems, cooling and mechanical systems, and
facility monitoring and control — split into infrastructure maintenance and equipment maintenance, each with
predictive/preventive/corrective examples, and tracked against a budget.

= Preventive maintenance is a routine inspection performed even when equipment runs fine — it focuses on UPS,
batteries, cooling, generators, cables, and HVAC, uses an on-premise or third-party team, and follows a select —
test — next-or-fix flow to extend equipment life.

= Predictive maintenance is not routinely scheduled; it responds to early signs of malfunctioning with a timely
repair, relies on tools such as Al-driven flash drives, and follows a define — install sensors — gather data —
monitor-or-maintain flow. Preventive and predictive share one goal: avoid unpredicted downtime.
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Review questions

1. What three categories do maintenance strategies fall into, and what triggers each?

Answer: Predictive — measurements and data analysis reveal trends or irregularities that could cause a failure, so staff act
before it happens. Preventive — regularly scheduled steps that prolong an equipment's lifecycle. Corrective — performed
in response to a problem that has already occurred, such as repairing a leak.

2. Name the four maintenance types and give the knowledge-check match for each.
Answer: Hands-on — employing adept technicians on-premise. Non-invasive — implementing specially designed
computer software. Scheduled — deciding well beforehand and carrying out with strategic planning. Condition-based —
corrective maintenance that inspects, identifies, rectifies, and tests the equipment.

3. One environmental factor appears on both the internal and external lists in the deck. Which one, and how
does the knowledge check classify it?

Answer: Temperature and humidity. The internal list includes automated checks for temperature and humidity, but the
knowledge check classifies temperature and humidity levels as an external factor (with roof penetrations, noise, and
corrosion).

4. Which three answers count as benefits of data center maintenance on the knowledge check, and which two
distractors are wrong?
Answer: Correct: increases reliability, reduces risks, and increases compliance with regulations and SLAs. Wrong:

increases redundancy in systems, and ensures software efficiency — the deck says performance efficiency, not software
efficiency.

5. What five areas must a data center maintenance strategy cover?

Answer: IT equipment, backup systems, electrical systems, cooling and mechanical systems, and facility equipment
monitoring and control systems.

6. Give the predictive, preventive, and corrective examples for equipment maintenance.

Answer: Predictive — using a computerized maintenance management system to handle anticipated issues such as lag
time or operational errors. Preventive — updating software before an issue arises. Corrective — repairing an overheated
server.

7. How does preventive maintenance differ from predictive maintenance in when it is performed?
Answer: Preventive is a routine, scheduled inspection performed even when equipment is running well and shows no
symptoms. Predictive is not scheduled on a routine plan — in this module it is initiated when equipment shows signs of

malfunctioning (noise, vibration, high temperature, increased power consumption) and is addressed with a timely repair.
Both share the goal of avoiding unpredicted downtime.

8. What are Al-driven flash drives, and what makes them a predictive-maintenance tool?

Answer: Storage drives with built-in sensors and Al telemetry that continuously monitor IT equipment and perform
predictive analytics to report anticipated problems. Benefits include reduced maintenance and downtime cost, better
performance and efficiency, more reliable solutions, increased brand reputation, and easy installation and integration.
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