MODULE 9 - STUDY NOTES

Fire Protection in the Data Center

Why data centers burn, the fire triangle behind every suppression method, the agents and sprinkler systems
that fight fires at the building, room, and rack levels, and how detection, communication, and suppression

work together

A data center packs enormous amounts of high-performing equipment, continuous electrical flow, and dense
cabling into a tightly arranged space — and unlike most failures, which stay confined to a single layer, a fire can
race through every layer and destroy the whole facility. This module builds fire protection from the ground up:
why data centers are so vulnerable and what actually starts the fires, the passive and active measures that
protect people and equipment, and the simple physics behind every suppression technique — the fire triangle of
heat, oxygen, and fuel, where removing any one element ends the fire. From there it works through the agents
that do the removing (water, foam, gas, and chemical powder), the sprinkler and clean-agent systems deployed
at the building, room, and rack levels, the NFPA standards that govern them, and finally how fire detection,

communication, and suppression come together into one coordinated response.

LEARNING OBJECTIVES

= Identify the causes and risks of a fire in a data center

= Identify the active and passive goals of fire protection in a data center
= Recognize the basic theory of fire suppression in a data center

= Identify the methods of fire suppression

= Recognize the various fire suppressing agents

= Identify the types of sprinkler systems used in a data center

= Recognize the concepts of fire detection in a data center

= Recognize the concepts of fire communication in a data center

= Recognize the concepts of fire suppression in a data center

9.1 Causes and risks of fire in a data center

A data center accommodates a large amount of high-performing IT equipment and other devices arranged into layers.
Typically, if a failure occurs, it stays confined to a particular layer — but fire can quickly damage every layer, which is
why fire protection is essential. Three characteristics make a data center especially vulnerable to fire: continuous
electrical flow, inflammable and combustible materials, and a dense cable system. A major fire can be avoided with
a fire protection system efficient enough to suppress outbreaks and raise timely alarms; older data centers carry higher
risk because modern fire protection systems are not available to them. Assessing fire risk means determining both the
chance of a fire occurring and what could cause it.
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TABLE 9.1 The four common causes of fire in a data center

CAUSE WHY IT IS A RISK

Electrical fittings A continuous source of ignition, blended with highly combustible material

Cabling in a raised floor Raised floors house cabling that is generally left unorganized and hardly ever
inspected

Hefty power load Defective and outdated equipment draws more power, making it prone to

overheating and short circuits

Improper ventilation Fire risk rises with the exchange of air, so proper ventilation is critical to preventing
heat-loading fires

COMMON PITFALL

Not everything in the server room is a fire cause. The common causes are electrical fittings, raised-floor cabling, hefty
power loads, and improper ventilation. Alarms, sirens, and emergency lighting are fire-prevention and response
measures — not causes — and generators are not among the common causes of a data center fire.

9.2 Fire protection goals and measures

To ensure data centers maintain certain standards of fire protection, numerous codes and guidelines have been
established — national codes and regulations, the International Code Council (ICC), and the National Fire
Protection Association (NFPA). Because a fire protection system underpins the business continuity of the data center, it
must be thoroughly planned around a clear set of goals.

THE MAIN GOALS OF A FIRE PROTECTION SYSTEM
= Protect the personnel

= Safeguard IT assets

= Prevent operational and monetary loss

= Protect the environment

Two complementary categories of measures deliver those goals. Passive measures ensure the data center has the
strength and ability to withstand a fire disaster; active measures focus on preventing a fire and suppressing the fire and
smoke when one breaks out. The construction materials chosen for a data center strongly influence its fire resilience,
because certain materials reduce the fire load and the toxic vapors released during a fire.

PASSIVE MEASURES ACTIVE MEASURES

help the building withstand a fire prevent and suppress fire and smoke

= Fire-resistant construction materials = Staff training and readiness

= Construction methods based on international = Layout (built in during construction)
standards

= Fire alarms and detection

= Robust layout of the premises, including « Evacuation systems

emergency exits
= Smoke control

= Fire suppression
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TABLE 9.2 The six active measures in detail

ACTIVE MEASURE WHAT IT INVOLVES

Staff Fire training to raise awareness of protocols and procedures; emergency plans posted at critical

areas and exits; fire extinguishers checked and replaced if faulty

Layout Implemented during construction — emergency exits to standard, fire-resistant doors and
windows, and fireproof storage for tapes and documents

Fire alarms Detection that immediately alerts employees, aids evacuation, and initiates the fire control
system; signals the fire department and uses a calm voice system to control panic

Evacuation Evacuation plans and marked escape routes, emergency lighting, smoke venting, and an air-
handling system to keep smoke from filling the premises

Smoke control Specially designed systems that restrict smoke to its area of origin and expel it outdoors,

preventing choking hazards during evacuation

Fire suppression Interfering with ongoing combustion so the combustion-supporting elements are no longer
available

COMMON PITFALL

Passive is not a weaker version of active. Passive measures — fire-resistant materials, building to international
standards, and a robust layout — only help the structure withstand a fire. Actually preventing and suppressing
the fire (staff training, alarms, evacuation, smoke control, suppression) is the work of active measures.

9.3 The fire triangle: elements of ignition

Fire can create havoc in a data center: it can damage the entire infrastructure, threaten the lives of employees, and
cripple the center's availability and productivity — leading to loss of crucial data and huge financial loss. The defense is
to detect fire quickly, report it effectively, and suppress it rapidly. The first step is understanding the elements that
interact to form a fire, because those same elements point to every way of putting it out.

TABLE 9.3 The three elements of the fire triangle

ELEMENT ROLE IN THE FIRE

Heat source Necessary to ignite the fire; every material ignites at its own temperature, called the flashpoint

Oxygen Sustains the fire, reacting with burning fuel to release carbon dioxide and heat; at 21 percent of
the atmosphere, there is always enough to ignite a fire if the other two elements are present

Fuel The material that ignites to produce heat or power — in a data center, anything that can catch
fire, such as cables, cardboard boxes, flooring, and servers

COMMON PITFALL

Foam is not part of the fire triangle. The three elements are heat, oxygen, and fuel; foam is one of the agents used to
suppress a fire, not an element that creates it.
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9.4 The theory and methods of fire suppression

The theory of suppression follows directly from the triangle: a fire sustains only while all three elements are
present; if one ceases to exist, the fire cannot. For example, foam denies the fire oxygen, water lowers the
temperature of the fuel below its flashpoint, and a gas such as Halon affects the chemical reaction responsible for the
fire. Suppressing a fire therefore means interfering with combustion so that one or more elements are no longer
available for the process to continue.

FOUR COMMON METHODS TO SUPPRESS A FIRE
= Cool or reduce the temperature of the heat source

= Physically separate the fuel from the heat source

= Cut off the supply of oxygen

= Use chemicals to slow down the combustion process

Suppressing or extinguishing agents — gas, foam, chemical powder, and water — act on one or more of those
methods. In a data center, though, the choice of agent matters as much as the method: gas is the most preferred agent
because it does not conduct electricity, while water is not helpful on electrical fires, and chemical powder and foam
are generally avoided because they hamper the functioning of data center equipment.

COMMON PITFALL

More air does not help. Cutting off oxygen suppresses a fire, so increasing the oxygen supply — including by
opening or breaking windows — feeds it instead. And water is not a universal answer: a water extinguisher is not
appropriate for every fire type, especially electrical fires.

9.5 Fire suppression system types and protection levels

To prevent equipment damage, an efficient fire suppression system must detect and suppress a fire as soon as it
starts — a smoke- or heat-detecting alarm activates the system to attack the fire at its source. The need is broad
because fires can start almost anywhere in a data center: inside digital equipment, HVAC equipment, cables and
wires, elevated floors, ceilings, and other combustible devices.

ENGINEERED FIRE SUPPRESSION PRE-ENGINEERED FIRE SUPPRESSION

floods an entire area protects a localized area
= Fills the whole area with water or a clean agent = Designed to protect specific spots, such as a single
« Clean agents are gases that do not harm IT rack
equipment even when the facility is flooded with = Detects fire at its initial stage

them » Minimizes damage considerably

= Suited to room-level protection

Fire risks are then addressed by layering protection at three levels — building, room, and rack. As a rule of thumb, a
water sprinkler system protects the building, a clean-agent (engineered) system protects the room (because flooding
would damage IT equipment), and a pre-engineered automatic system protects the rack.
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TABLE 9.4 Fire suppression system matched to facility level

FACILITY LEVEL FIRE SUPPRESSION SYSTEM

Building Water sprinkler system
Room Clean-agent (engineered) sprinkler system
Rack Pre-engineered automatic system

9.6 Fire protection levels: building, room, and rack

Facility managers weigh several factors to arrange fire suppression across the building, room, and rack levels. Protection
of the employees and the building are the top priorities, so the primary level of fire safety begins at the building or
facility level.

BUILDING LEVEL

= Water sprinklers are present across the facility, including server rooms; they can be built in during construction or
added later, and use a network of water pipes and fusible heads to distribute water effectively during a fire

= Handheld extinguishers — one for every 3,000 square feet of building space; mandatory where Class A
combustibles (fabric, paper, rubber, plastics) are present, and separate units must be installed to protect IT
equipment

= Passive protection — fire-resistant walls and fireproof flooring units capable of delaying a fire from spreading to
other parts of the building

At the room level, the NFPA frames the protection standards. A data center must meet NFPA 75 — the standard for
Fire Protection of Information Technology Equipment in the server room — as a minimum to be considered an
authorized facility and avoid penalties. NFPA 76 is the standard for Fire Protection of Telecommunications Facilities that
host equipment for telephone, data, internet transmission, wireless, and video services. Because flooding a room with
water would damage IT equipment, room-level sprinklers come in two styles.

WET PIPE SPRINKLERS PRE-ACTION SPRINKLERS

the most basic style release only on confirmed fire

= Pipes always contain water = Pipes fill with water only once the triggering

» The most elementary and straightforward conditions are met

selection = Release water only when a flame, heat, or smoke

« Always-charged pipes create a risk of leaks and is detected

false-alarm damage = Behave like a wet pipe system once charged
= Generally not ideal for data centers = Typically paired with an additional safety
arrangement
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RACK LEVEL

= The final level of fire safety — vital because the compulsory building and room sprinklers may not protect every
area, and unprotected areas can house critical, expensive equipment

= A pre-programmed automatic fire suppression unit detects fire at its initial stage using early smoke detection
and clean-agent or gaseous suppression

= It subdues the fire before the building- or room-level sprinklers activate, minimizes damage from water-based
sprinklers, and avoids accidental discharge — eliminating the need for a costly refill

9.7 Recommendations and limitations for sprinklers

Sprinkler systems are powerful but limited, so their use is governed by clear recommendations — and the local fire

assessment ultimately holds authority over what is permissible.

RECOMMENDATIONS

= Use sprinklers to safeguard the building and, in general, dry extinguishers to protect the data equipment —
but dry extinguishers cannot always replace a sprinkler system

= Follow NFPA 75 room-level water sprinkler standards

= Where sprinklers might damage electronic components, use dry extinguishers with inert gases or clean agents

instead

= The final design of the fire protection solution depends on the rooms and the overall data center design

LIMITATIONS

= Restricted to Class A fire subdual

= Increase the probability of accidental water release if a head or pipe cracks
= Need much clean-up time after discharge

= Can cause substantial collateral loss to IT equipment and settings if accidentally discharged

COMMON PITFALL

Water sprinklers guard the building, not the assets. Water-based fire defenses offer structural safety only — not
protection for the IT assets themselves — and NFPA primarily emphasizes protecting the building. That is exactly
why sensitive equipment is protected with dry extinguishers or clean-agent systems instead.

9.8 Fire detection

A data center houses numerous electrical and mechanical devices that can create fire hazards — hot electrical
equipment, short circuits, and power surges among them — so it must have efficient, effective fire detection in place.
Immediate detection enables swift activation of operations to control the fire and reduce its spread, and quick
notification of employees to reduce harm. A fire detection system is built from four elements.
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TABLE 9.5 Elements of a fire detection system

ELEMENT FUNCTION

Input periphery Gathers fire- or smoke-related information from across the premises using automatic

sensors, physical call points for activating alarms, and input contacts

Control unit / panel Assesses the incoming hazard messages, then activates the alarms, fire control fittings, and
suppression systems (such as sprinklers) and notifies emergency services

Alarm Warns those in the facility and indicates that evacuation is required — via pagers, SMS,
acoustic signals, audio and visual alarms, voice alarms, general alarms, and staged alarms

Integration Ties fire protection together with all other hazard-management systems, raising the level
of risk reduction for people and property

9.9 Fire communication and training

Communication is critical in any emergency. The seriousness of fires and fire hazards must be communicated
proactively and clearly before employees ever face an emergency — otherwise they may take a fire lightly or fail to
recognize what the alarms mean. When employees understand their roles and responsibilities, injuries can be avoided
and property damage minimized. After protecting the lives of employees, fire suppression is the second priority.

EMPLOYEES MUST BE EQUIPPED WITH

= Information on the purpose of the alarms

= Training on emergency protocols and processes — evacuation procedures, signage, equipment, and
requirements when the alarms are activated

= Instruction on their own roles and responsibilities in a fire emergency

= Awareness of the roles and responsibilities of others, including emergency services such as the fire department

COMMON PITFALL

Training is about protocols and roles, not firefighting. Employees are equipped with the purpose of alarms, the
emergency protocols, and everyone's roles and responsibilities — not with the procedures emergency services use to
extinguish fires, nor instructions on when to attempt to fight the fire themselves, nor the details of sprinkler-system

options.

9.10 Fire suppression: mechanisms, agents, and systems

Fire suppression restates the triangle as an action plan: because heat, oxygen, and fuel must all be present, a fire
suppression system works to constrict any one of them. The four fundamental suppressing mechanisms are to reduce
the heat of the fuel, eliminate the oxygen supply, restrict access to additional fuel, and use chemicals to constrain
combustion. Suppression systems apply these mechanisms through extinguishing agents — the four most common
being water, foam, gas, and chemical powder.
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TABLE 9.6 The four extinguishing agents

AGENT HOW IT WORKS KEY CHARACTERISTICS
Water Suppresses by eliminating oxygen access and The most common, readily available,
by cooling environmentally acceptable, economical, and non-

toxic agent — but it conducts electricity, so it is

unsafe near electronics or electricity

Foam Blankets the fire to eliminate oxygen access Also provides a cooling effect
Gas Eliminates oxygen access or disrupts the Spreads quickly, very efficient, and a non-conductor
chemical reaction of electricity; examples include carbon dioxide

(CO2), nitrogen (N2), and argon (Ar)

Chemical Suppresses by extracting the energy from the Mostly used in fire extinguishers; leaves a powdery,
powder fire corrosive residue that is difficult to remove and can
damage equipment

Data centers most commonly deploy those agents through two system types: gas-based fire suppression systems and
handheld fire extinguishers.

GAS-BASED SYSTEMS HANDHELD FIRE EXTINGUISHERS

for rooms with sensitive equipment portable, manual, small fires

= Used where water-based suppression cannot be, = Compact, portable, manually operated devices

to protect sensitive materials and equipment « Typically used on small fires to prevent spread

= Gases are stored safely in pressurized cylinders « Eject an extinguishing agent (typically chemical

= On activation, the high-pressure cylinder valves powder) under pressure when the nozzle is
release and gas travels through pipe systems to activated
spouts on the ceiling

= Gas fills the room swiftly, building a consistent
concentration that suppresses the fire by
eliminating oxygen access

COMMON PITFALL

Gas beats water in the server room. Even though water is the most common agent overall, a data center prefers a
gas-based clean-agent system for rooms full of sensitive equipment — the gas is a non-conductor and will not
damage IT gear, whereas water conducts electricity and chemical powder leaves a corrosive residue.

Module summary

= A data center is uniquely fire-vulnerable — continuous electrical flow, combustible materials, and dense cabling
— and a fire, unlike an ordinary failure, spreads across every layer. The four common causes are electrical
fittings, raised-floor cabling, hefty power load, and improper ventilation.

= Fire protection aims to protect personnel, safeguard IT assets, prevent operational and monetary loss, and
protect the environment, guided by codes such as the ICC and the NFPA.
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= Passive measures (fire-resistant materials, construction to international standards, robust layout) help the
building withstand a fire; active measures (staff, layout, alarms, evacuation, smoke control, suppression) prevent
and suppress it.

= Every fire needs three elements — heat, oxygen, and fuel (the fire triangle); a material ignites at its flashpoint,
and removing any one element suppresses the fire.

= The four suppression methods are to cool the heat source, separate the fuel, cut off oxygen, and use chemicals to
slow combustion — so adding oxygen (for example, by breaking windows) never helps.

= The four extinguishing agents are water (cheap and common but conducts electricity), foam (blankets and
cools), gas (the preferred data center clean agent — a non-conductor), and chemical powder (leaves a corrosive
residue).

= Protection is layered by scope: engineered systems flood a whole area, pre-engineered systems protect one spot;
water sprinklers protect the building, clean-agent systems the room, and pre-engineered automatic units the
rack.

= Room-level sprinklers are governed by NFPA 75 (IT equipment, the minimum required code) and NFPA 76
(telecom facilities); wet pipe systems keep pipes always full (not ideal for data centers), while pre-action systems
charge and release only when fire is detected.

= Detection, communication, and suppression form one response: a detection system (input periphery, control unit,
alarm, integration) senses and signals, trained employees know their roles, and suppression systems — gas-based
and handheld — remove one leg of the fire triangle.

Review questions

1. Why is a fire more dangerous to a data center than a typical equipment failure, and what three characteristics
make a data center vulnerable to fire?
Answer: A typical failure stays confined to one layer, but a fire quickly damages every layer and can destroy the whole

facility. Data centers are vulnerable because of continuous electrical flow, inflammable and combustible materials, and a
dense cable system.

2. What is the difference between passive and active fire-protection measures? Give examples of each.
Answer: Passive measures help the building withstand a fire — fire-resistant construction materials, construction to
international standards, and a robust layout with emergency exits. Active measures prevent and suppress fire and smoke
— staff training, layout, fire alarms, evacuation systems, smoke control, and fire suppression.

3. State the fire triangle and the basic theory of fire suppression.

Answer: A fire needs three elements — a heat source, oxygen, and fuel. The fire exists only while all three are present, so
removing any one element (cooling below the flashpoint, cutting off oxygen, separating the fuel, or chemically
interrupting combustion) suppresses it.

4. Which extinguishing agent is preferred in a data center and why, and why is water avoided near IT equipment?
Answer: Gas (a clean agent) is preferred because it does not conduct electricity and does not harm IT equipment even
when the room is flooded with it. Water is avoided because it conducts electricity and is unsafe near electronics; foam
and chemical powder are also avoided because they hamper equipment.
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5. Name the three levels of data center fire protection and the type of suppression used at each.

Answer: Building level uses water sprinkler systems (plus handheld extinguishers and passive protection), room level uses
clean-agent engineered systems, and rack level uses pre-engineered automatic units.

6. Compare wet pipe and pre-action sprinklers, and name the NFPA standard that sets the minimum room-level
fire code.

Answer: Wet pipe sprinklers keep their pipes always full of water — the simplest style, but the risk of leaks and false-
alarm damage makes them generally unsuitable for data centers. Pre-action sprinklers fill their pipes only when
triggering conditions are met and release water only after a flame, heat, or smoke is detected. NFPA 75 is the minimum
required standard for the fire protection of IT equipment.

7. List the four elements of a fire detection system and what each does.

Answer: Input periphery gathers fire/smoke information from the premises; the control unit/panel assesses the hazard
messages and activates alarms and suppression while notifying emergency services; the alarm warns occupants that

evacuation is required; and integration ties fire protection to the other hazard-management systems for greater risk
reduction.

8. How does an engineered fire suppression system differ from a pre-engineered one, and how does a gas-based
system operate?

Answer: An engineered system floods an entire area with water or a clean agent, while a pre-engineered system protects a
specific localized area such as a rack and catches fire at its initial stage. A gas-based system stores gas in pressurized
cylinders; when activated, the valves release and the gas travels through pipes to ceiling spouts, filling the room and
building a consistent concentration that suppresses the fire by eliminating oxygen access.
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