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Fire Protection in the Data Center

CAUSES & RISKS - PROTECTION GOALS - FIRE TRIANGLE - SUPPRESSION AGENTS - SPRINKLER SYSTEMS - STUDY & REVIEW
DETECTION & COMMUNICATION

01 MUST KNOW if you remember five things, remember these

01  Data centers are fire-prone: continuous electrical flow, inflammable and combustible materials, and a dense cable
system make a data center vulnerable — and unlike an ordinary failure, which stays in one layer, a fire spreads across every
layer. The four common causes are electrical fittings, raised-floor cabling, hefty power load, and improper ventilation.

02 The fire triangle: every fire needs three elements — a heat source, oxygen, and fuel. Remove any one and the fire cannot
exist. That is the whole theory of suppression: cool the heat below the fuel's flashpoint, cut off oxygen, separate the fuel, or
use chemicals to interrupt combustion.

03 Passive vs. active measures: passive measures (fire-resistant materials, construction to international standards, robust
layout with emergency exits) let the building withstand a fire; active measures prevent and suppress it — staff, layout, fire
alarms, evacuation, smoke control, and fire suppression.

04 Protect at three levels: fire protection is layered by scope — building level (water sprinklers + handheld extinguishers),
room level (engineered clean-agent systems, per NFPA 75), and rack level (pre-engineered automatic units). Broadly,
engineered systems flood a whole area; pre-engineered systems protect one localized spot such as a rack.

05  Gas is the data center's agent: of the four agents — water, foam, gas, chemical powder — gas (a clean agent) is
preferred because it does not conduct electricity and will not harm IT equipment. Water conducts electricity and is unsafe
near electronics; foam and chemical powder hamper equipment. Water-based sprinklers protect the building, not the assets.

02 KEY TERMS

TERM DEFINITION

Fire triangle The three elements that must all be present to create a fire — a heat source, oxygen, and fuel;
removing any one suppresses the fire

Flashpoint The temperature at which a given material ignites; every material has its own flashpoint

Passive measures Fire protection built into the structure so it can withstand a fire: fire-resistant materials, construction to
international standards, and a robust layout with emergency exits

Active measures Measures that prevent and suppress fire and smoke: staff, layout, fire alarms, evacuation systems,
smoke control, and fire suppression

Clean agent A gas that suppresses fire without harming IT equipment, even when the room is flooded with it; used
in engineered room-level systems

Engineered fire suppression A system that floods an entire area with water or a clean agent
Pre-engineered fire suppression A system designed to protect a specific localized area, such as a rack, catching fire at its initial stage

Wet pipe sprinkler The most basic sprinkler style; its pipes always contain water, creating a risk of leaks and false-alarm
damage, so it is generally not ideal for data centers

Pre-action sprinkler A sprinkler whose pipes fill with water only after a flame, heat, or smoke is detected, then behaves
like a wet pipe system

NFPA 75 The standard for Fire Protection of Information Technology Equipment; the minimum required fire
code a data center must meet to be authorized and avoid penalties

NFPA 76 The standard for Fire Protection of Telecommunications Facilities that host telephone, data, internet,
wireless, and video services

Fusible head The heat-sensitive sprinkler head that, with a network of water pipes, distributes water during a fire
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03 THE FIRE-DETECTION CHAIN

detect - assess - alarm - suppress

suppression activates to attack the fire at its source

01 Input periphery senses smoke or heat (automatic sensors, physical call points, input contacts) — 02 Control unit / panel

assesses the incoming hazard messages — 03 Alarms warn staff to evacuate and notify emergency services — 04 Fire

04 THE FOUR EXTINGUISHING AGENTS

gas is the data center's choice

AGENT HOW IT SUPPRESSES DATA CENTER NOTES

Water Cools the fuel and eliminates oxygen access Most common, cheap, non-toxic — but conducts
electricity; unsafe near electronics

Foam Blankets the fire to deny oxygen; also cools Hampers equipment; avoided around IT gear

Gas Depletes oxygen or disrupts the chemical reaction Preferred for data centers; non-conductor; examples CO2,

Chemical powder  Extracts the energy from the fire

N2, Ar

Mostly in handheld extinguishers; leaves a corrosive
residue that damages equipment

05 ROOM-LEVEL SPRINKLERS: WET PIPE VS. PRE-ACTION data centers favor pre-action

WET PIPE

the most basic style

— Pipes always contain water

— Simplest, most straightforward design

— Always-charged pipes risk leaks and false-alarm damage

— Generally not ideal for data centers

PRE-ACTION
controlled release
— Pipes fill with water only when conditions are met

— Releases water only after flame, heat, or smoke is
detected

— Behaves like a wet pipe system once charged

— Usually paired with an additional safety arrangement

06 FIRE PROTECTION BY LEVEL

match the system to the scope

LEVEL SYSTEM TYPE WHAT PROTECTS IT

Building Water sprinkler system Sprinklers across the facility plus handheld extinguishers; passive fire-
resistant walls and flooring

Room Clean-agent (engineered) system Floods the room with gas that will not damage IT equipment; governed
by NFPA 75 and NFPA 76

Rack Pre-engineered automatic unit Detects and suppresses at the rack before building or room sprinklers
activate; avoids water damage and costly refills

EOT-M@9 — FIRE PROTECTION IN THE DATA CENTER - CHEAT SHEET PAGE

2/3



07 EXAM TRAPS where the knowledge check gets you

x “Water is fine for a data center fire.” — Water conducts electricity and is not suitable near electronics or live power. Gas (a
clean agent) is the preferred data center agent; foam and chemical powder are avoided because they hamper equipment.

x “Generators are a common cause of data center fire.” — They are not. The four common causes are electrical fittings, raised-
floor cabling, hefty power load, and improper ventilation; alarms, sirens, and emergency lighting are prevention and
response measures, not causes.

x “Foam is one of the fire elements.” — No. The three elements of the fire triangle are heat, oxygen, and fuel. Foam is a
suppression agent, not an element.

x  “Breaking a window or adding air helps put the fire out.” — The opposite. More air means more oxygen, which feeds the fire;
increasing the oxygen supply is never a suppression method.

x  “Wet pipe sprinklers are ideal for data centers.” — Generally they are not. Because the pipes are always full of water, they risk
leaks and false-alarm damage; data centers favor pre-action systems that charge only when fire is detected.

x  “Sprinklers protect the IT assets.” — Water-based devices provide structural (building) safety, not asset safety, and NFPA
emphasizes protecting buildings. To protect equipment, use dry extinguishers or clean-agent systems.

x “Passive measures put out fires.” — Passive measures (fire-resistant materials, construction to standards, robust layout) only
help the building withstand a fire. Preventing and suppressing fire is the job of active measures.

x  “NFPA 75 and NFPA 76 cover the same thing.” — NFPA 75 covers the fire protection of IT equipment (server rooms) and is the
minimum required code; NFPA 76 covers telecommunications facilities.

08 SELF-QUIZ answers are upside-down below
01 Name the three elements of the fire triangle. 06 What are the two types of room-level sprinkler systems?
02 What are the four common causes of fire in a data center? 07 Which NFPA standard is the minimum required fire code for IT

equipment in a server room?
03 What is the name for the temperature at which a material quip

ignites? 08 Name the three levels at which fire protection is implemented

. . . . in a data center.
04 Is “construction to international standards” a passive or an

active fire-protection measure? 09 What are the four elements of a fire detection system?
05 Which extinguishing agent is preferred for data center fires, 010 How does an engineered fire suppression system differ from
and why? a pre-engineered one?
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